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Introduction to TDDT  
The Army Training Information Architecture–Migrated (ATIA-M) system is a set of contractor-
devised software services combined with Government Off-the-Shelf (GOTS) and Commercial Off-
the-Shelf (COTS) software services. ATIA-M provides multi-tiered, web-based access to an 
integrated training information application suite for users having PCs equipped with Internet 
Explorer and a Windows system. 

The ATIA-M system employs state-of-the art information technologies in a fully integrated network-
training support system to provide realistic, timely, user-responsive, and cost-effective training for 
units and individuals. Features include . . .  

 Integrated and distributed training information and training management support;  

 Comprehensive, configurable, content-rich training products and media; 

 Integrated synthetic training tools and devices; and  

 Reengineered training processes. 

All of these features are part of an open system capable of continuous improvement through the 
infusion of emerging technologies and functional requirements. ATIA-M is a comprehensive system 
that supports the Army’s entire training program—from tools to training development to training 
methods. 

Purpose of This Manual 

The TDDT System Manual serves as a guide to the functions and responsibilities of TDDT 
Administrators and users. TDDT Administrators are staff members who manage the TDDC portion 
of ATIA-M within various organizations outside of ATSC and Fort Eustis. An organization that uses 
ATIA-M can be a school or Army center, a lab, or a special group of people with a particular training 
focus, such as a joint training work group. Each organization establishes and implements its security 
policies by assigning user rights and permissions to individual users. These policies define what data 
is available, as well as the permissions required by each type of user to modify this data.  

This manual explains how local administrators can use TDDT, the client system that communicates 
with ATIA-M, to implement their organizations’ security policies. Some of the processes and 
procedures are illustrated with examples, but these examples are not meant to be prescriptive. 
Individual organizations must adjust their processes according to their own requirements. 

Responsibilities of TDDT Administrators 

The ATIA-M System provides in TDDT the means to define and implement security measures and 
create a security program governed by procedures for their organizations through TDDT’s 
comprehensive, but flexible, security components. Each TDDT Administrator’s primary 
responsibility is to implement and manage user access rights and privileges in accordance with their 
organization’s access control policies. In addition to implementing security policy, TDDT 
Administrators oversee installation and administration of the TDDT system on user PCs. They also 
monitor TDDT cache size and assist with maintenance. 
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TDDT Administrators also administer library groups and news feeds for students and staff of their 
proponent schools, and guidance for these tasks is also furnished in this manual. Finally, TDDT 
Administrators maintain continual communications with entities outside school boundaries, such as 
TRADOC, DOIM, and ATSC to ensure that all security policies are up to date. 

Each organization that uses TDDT establishes it own administrative staff, determines its policies, 
and how to implement those policies. Questions regarding security policy should be directed through 
each organization’s specified channels. 

Types of TDDT Administrators 

For organizations that require complex administrative support, TDDT enables them to set up a 
hierarchy of TDDT Administrator positions. In such a hierarchy, each Administrator position 
occupies a level that has more responsibility than the level below it. These positions, summarized in 
Table 1, combine to form an organization that implements the data access control measures needed 
at TRADOC, ATSC, and at each using organization and suborganization. Depending on the size of 
the school or organization, one TDDT Administrator may have the responsibilities of more than one 
TDDT Administrator position.  

Table 1: TDDT Administrators and Responsibilities 

TDDT Administrator Responsibilities 

TRADOC TDDT 
Administrator 

The TRADOC TDDT Administrator sets security policy. 

ATSC TDDT 
Administrator 

The ATSC TDDT Administrator manages data across the system, including . . . 

 The establishment of domains, 

 The assignment of management actions for common information, such as 
support tables, and  

 The coordination of processes and procedures with other TDDT 
administrators. 

Organization  
TDDT Administrator 

Each school, center, or proponent has an Organization TDDT Administrator who 
maintains . . . 

 Full control over subdomains within an assigned domain, and  

 All procedures employed to link users to data. 

The Organization TDDT Administrator can create Suborganization TDDT 
Administrator positions based on the needs of the organization. 

Suborganization  
TDDT Administrator 

The Suborganization TDDT Administrator has the same permissions as the using 
Organization TDDT Administrator, but is limited to working only with subdomains 
assigned by the Organization TDDT Administrator. 

Major Function  
TDDT Administrator 

The Major Function TDDT Administrator can grant administrative and non-
administrative roles and permissions (i.e. can create a Sub-Function TDDT 
Administrator, designate subdomains, access groups, and permissions) to users 
on assigned subdomains. 

Sub-function  
TDDT Administrator 

The Major Sub-Function TDDT Administrator can grant non-administrative roles 
and permissions (i.e., he or she can designate subdomains, access groups, and 
permissions) to users on assigned subdomains. 



Rev
iew

 C
op

y

T D D T  S Y S T E M  M A N U A L  
V E R S I O N  1 . 8  

 

7 

Figure 1 illustrates the hierarchical structure of TDDT Administrative positions, the relationships 
between the levels, and the responsibilities of different administration levels for TDDT 
Administrators.  

Figure 1: TDDT Administration Hierarchy 

The purpose of the administrative hierarchy is to distribute responsibilities for implementing security 
controls. Each organization sets up its own hierarchy, headed by an Organization TDDT 
Administrator. This Administrator, in turn, defines the lower-level administrative positions required 
to oversee security over users and data within the domain. Then, the Administrator assigns persons 
to these positions and grants the appropriate permissions and rights through their TDDT user 
profiles.  

ATSC 

ATSC TDDT Admin

TRADOC 

Subdomain 1 

Sub-Org TDDT Admin

Sub Domain 1 

Major Sub-function TDDT Admin 

Domain 1 
(Armor) 

Org TDDT Admin 

Domain 2 
(Infantry) 

Org TDDT Admin Org TDDT Admin 

Domain 31

Org TDDT Admin 

TRADOC TDDT Admin 

The TRADOC TDDT 
Administrator sets security 
policy. 

The ATSC TDDT Administrator 
manages data and establishes 
Domains and Roles. 

Domain 3 
(Intel) 

The Organization TDDT 
Administrator has full 
control of subdomains 
within an assigned domain, 
and of all the procedures 
required to link users to 
data. The Organization 
TDDT Administrator can 
create Suborganization 
Administrator positions 
based on the needs of the 
organization. 

This position has the same permissions as an 
Organization TDDT Administrator, but the 
permissions are limited to Subdomains assigned 
by the Organization TDDT Administrator. 

Major Function TDDT Admin 

Sub Domain 1 

This position grants administrative and non-administrative roles 
and permissions to users of assigned domains. This position can 
create a Sub-function TDDT Administrator, and designate 
Subdomains, access groups, and permissions for certain users. 

This position grants non-administrative roles and 
permissions to users on assigned subdomains. This position 
designates subdomains, access groups, and permissions). 
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A Conceptual View of Security 

Before using TDDT to administer security for their organizations, TDDT Administrators must 
obtain a thorough understanding of organizational security policies; the interconnections between the 
data, users, and permissions; and how security policies form the basis of these interconnections. 

Simply stated, a TDDT Administrator sets up permissions and access rights that answer two 
questions: 

 What data can an end user see? 

 What can an end user do to that data, if anything? 

Security components, which are linked with users and data, determine what users can see and do with 
data. The data available for a user, or group of users, is determined by the assignment of Roles and 
Subdomains. Permissions to work on the data are determined by the assignment of a user to at least 
one Access Group. Table 2 briefly describes these components. 

Table 2:  Overview of Security Components and Functions 

This component… Serves this function… Comments Examples 

Role Permits access to TDDT Without a role 
assignment a user 
cannot gain access to 
any documents. 

Roles are predefined 
and not created, edited, 
or deleted by any but the 
highest level of TDDT 
Administrators. 

Roles include, but are 
not limited to… 

 ASIMaint 

 AUTL Maint 

 CategoryDeveloper 

 CourseMaintainer 

…and many others. 

Access Group 
Custom View 

Assigns permissions to 
view and work on 
documents. 

The permissions limit 
what a user can do to a 
document. 

The assignment of 
subdomains to an 
Access Group Custom 
View limits the 
documents available for 
user access and action. 

Note that the View 
permission is for view-
only permission. Other 
permissions have View 
permission built in. 

Permissions include… 

 Create 

 Delete 

 Edit 

 Manage 

 Publish 

 Share 

 View 

Security Domains 
and Subdomains 

Contain the data objects 
(documents, media files, 
etc.) owned by an 
organization. 

Domains are fixed and 
stable. Subdomains are 
created by the 
Organization TDDT 
Administrator to include 
documents of specific 
types and subject areas. 

Security Domains 
include… 

 Armor 

 Infantry 

 Aviation 

…and 32 others. 
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Roles and Static Checks 

In TDDT, user roles provide the first of ATIA-M’s several levels of security by serving as the 
checkpoint for users entering the TDDT system. When the user attempts to log in to TDDT, the 
ATIA-M system performs a static check, which is a simple check of which role a user has been 
assigned. A static check determines whether or not a user has an assigned role, and permits or denies 
access to TDDT based on the presence of a role assignment. 

The diagram in Figure 2 illustrates the interface between the system’s data side (Domains, 
Subdomains, and Object Areas) and its User’s side (Access Groups). Note that the assignment of a 
Role permits a user the right to log in to the TDDT system and limits the documents to which a user 
has access.  

 
Figure 2:  Diagram of TDDT Relationships 

In other words, a user is assigned a Role to grant him or her access to TDDT and access to 
documents in at least one Security Subdomain. A user is assigned to at least one Access Group that 
has been given permissions to work on documents within the Subdomains available to the Access 
Group members. 

Access Group Permissions and Dynamic Checks 

TDDT’s role check functions as the initial layer of access control exercised by ATIA-M over a user. 
The dynamic check functions as the second layer of access control: it determines which actions a 
user can perform on a specific set of data. 

Security 
Domain 

Security 
Subdomain 

Owns… 

Owns… 

Access 
Group 

Custom View 

OBJECT AREAS: 
 

Collective Tasks 
Individual Tasks 

Drill Task 
MTPS… 

 
Role Group 

ser User 
Assigned to… 

Assigns permissions to 
users to work on these 
object areas in a 
specific Subdomain. 

Contains…
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A dynamic check occurs every time a user requests data from the server. When the system performs 
the dynamic check, it asks whether or not a user has permission to perform the action requested. If 
the user does not have the appropriate permission because he or she has not been assigned to the 
appropriate Access Group, TDDT denies the user access to the data and responds with an error 
message explaining that the user does not have permission to execute the action. 

This check is called “dynamic” because the check is repeated each time a user attempts to work on a 
document, and results of the check vary according to the user’s permissions. When a user attempts to 
open a document, the system runs both a static check on the user’s role and a dynamic check on the 
user’s permissions to open the document.  

After the system determines that a user has been assigned the appropriate role, it performs a dynamic 
check to determine whether or not the user is a member of an Access Group that has permission to 
work on the document. Then, after making the verification, the system responds either by opening 
the document or by displaying an error message explaining that the user does not have permission to 
edit the document he or she requested. Instead, the system displays the requested document in a 
read-only format. 

Note that individual users are not granted permissions on their user profiles. Rather, permissions are 
assigned to an Access Group, and each user, in turn, is assigned to at least one such group. A user 
can be assigned to multiple Access Groups, but each user must be assigned to at least one Access 
Group in order to work on documents. 

A Practical View of Security 

To illustrate how security concepts are implemented in TDDT, here is a scenario that includes three 
TDDT users having three different roles. In this scenario, the users’ TDDT administrator learn what 
roles each user has, assigns the appropriate roles, and assigns the corresponding permissions by 
assigning users to Access Groups. The following list of factors provides the starting points for 
getting these users up and running on TDDT: 

 Bob, John, and Mary work in training development for the Armor School. 

 Their individual jobs are to create, edit, and approve Individual Tasks and Collective Tasks for 
the Armor School, and their focus is refresher training for field leaders. 

 Bob’s role is Training Analyst: Persons having this role (soldier, civilian, or contractor) primarily 
create and edit training information. Training Analysts can delete proposed training to which 
they have been given delete rights. 

 John’s role is Training Approver: Persons having this role are chain-of-command supervisors 
who approve the work done on training before training documents can be released as active 
training pieces. An approver is limited to the entry of an approval date and comments. 

 Mary’s role is Editor: Persons having this role edit data in training documents to ensure its 
accuracy and clarity. Editors are often involved in the approval process, but they do not create or 
delete documents. 

The Organization TDDT Administrator for these users sets up a Subdomain, called “Armor Leaders 
Field Refresher,” and assigns to the Suborganization TDDT Administrator the tasks of assigning the 
appropriate roles and permissions to Bob, John, and Mary.  

First, the Suborganization TDDT Admin assigns each of the three users the appropriate roles: Bob is 
assigned the Training Analyst role; John is assigned the Approver role; and Mary is assigned the 
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Editor role. The assignment of these roles enables Bob, John, and Mary to log in to TDDT, but they 
do not yet have permission to work with any of the data in their Subdomain. 

Next, the Suborganization TDDT Administrator assigns each of the users to an Access Group, 
which grants each user the same permissions as the other members of the Access Group. The 
method of assigning privileges to groups of users enables a TDDT Administrator to change 
permissions for all members in a group with one change action, rather than a number of individual 
change actions to individual user profiles. 

The assignment of permissions to an Access Group is based on users’ roles and the types of work 
they perform. These permissions enable them to work on data in TDDT, but only within the 
confines of their permissions. This limitation prevents situations in which, for example, an 
unauthorized user deletes a Collective Task that is required in other courses. The appropriate 
assignment of permissions helps the organization maintain the integrity of its data, while permitting 
certain users to clean up the data itself.  

In the scenario, the Suborganization TDDT Administrator assigns permissions in the following 
manner: 

 Bob is assigned to an Access Group that has permission to Create, Edit, and Delete all Collective 
Tasks and all Individual Tasks in their Subdomain (Armor Leaders Field Refresher). Bob can create 
new tasks, open existing Collective or Individual Task documents for editing, and delete unused, 
unnecessary, and redundant task documents. 

 John is assigned to an Access Group that has permission to View all Collective Tasks and 
Individual Tasks in his assigned Subdomain for the purposes of adding comments to a document 
and passing on an approval recommendation to a user who can enter the approval date. John 
cannot open a document for editing, although he can add comments to a document and save it 
to his local or network PC for staffing purposes. All comments are discarded when a document 
is stored on a server. 

 Mary is assigned to an Access Group that has permission to Edit all Collective Tasks and 
Individual Tasks in her assigned Subdomain. Mary cannot create or delete these documents, but 
she can view them and make changes to them, as required by editing processes and procedures. 

The diagram in Figure 3 illustrates the interface between Bob’s role and permission assignments as a 
user and his access to documents in the Army Leader Refresher Course Subdomain.  
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Figure 3:  Role and Permission Assignment 

After Bob’s role and permissions have been assigned, he can log in to TDDT and start working on 
the documents for which he has been assigned responsibility. Bob’s role enables him to create, delete, 
and edit Collective and Individual Tasks in the Army Leader Refresher Course Subdomain. However, he 
cannot perform these actions on other types of documents in the Subdomain (such as MTPs), nor 
does his Access Group have permission to Manage, Publish, or Share any documents in the 
Subdomain. 

As Bob logs in to TDDT, the system performs a static check to determine whether or not Bob has 
been assigned a role. If he has been assigned a role, the system enables him to complete the login 
process. If he has not been assigned a role, the system denies Bob access to any documents.  

If an unauthorized user, who has no assigned role or permissions, downloads and installs TDDT, he 
or she may have some limited capabilities. For example, users without roles can open the application, 
view the contents of menus, and open a blank document template. However, unauthorized users can 
neither modify a new document nor can they retrieve any data. Any attempts to perform additional 
actions generate a request for login from TDDT.  

Similarly, if a user has a role but no permissions have been assigned, the user can log in to the system. 
However, if the user attempts to work on data without the appropriate permissions, TDDT responds 
with an error message indicating that the user does not have access to the requested data. 

Figure 4 illustrates how Mary, an Editor, has been assigned a Role and an Access Group that permit 
her to log in to TDDT and edit Individual and Collective Task. 

Armor 
School 
(Domain) 

Army Leader 
Refresher 
Course 

(Subdomain) 

Owns… 

Owns… 

Access 
Group 

OBJECT AREAS: 
 

Collective Tasks 
Individual Tasks 

Training 
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ser Bob 
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Permissions to… 

 Create 
 Delete 
 Edit 

Contains…
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Figure 4:  Static and Dynamic Checks 

As Mary logs in, TDDT performs a static check to ensure Mary has been assigned a role. Because she 
has been assigned the Editor’s role by her TDDT Administrator, she is successful in logging in to 
TDDT. As a member of Access Group 1, she has permission to View and Edit Individual and 
Collective Tasks in the Army Leader Refresher Course Subdomain that was created by her TDDT 
Administrator. 

After Mary passes TDDT’s role check, the system performs a dynamic check each time she tries to 
gain access to data on a server, save a document, or perform any other action on the current 
document. When it performs each dynamic check, the system determines whether or not a user has 
permission to perform the action requested. If the user does not have the appropriate permission 
because he has not been assigned to the appropriate Access Group, TDDT denies the user access to 
the data and responds with an error message explaining that the user does not have permission to 
execute the action. 

For example, Mary has been assigned to Access Group 1, which has been given permissions by the 
TDDT Administrator to View and Edit certain documents in the Army Leader Refresher Course 
Subdomain. She has not, however, been assigned to Access Group 2, which has been given 
permissions by the TDDT Administrator to Create and Edit certain documents in the Subdomain. 
Mary can open and edit Collective and Individual tasks, but if she attempts, for example, to create a 
new Collective Task, the system responds with an error denying her permission to perform that 
action. TDDT’s dynamic check is the feature that prevents Mary from performing any other actions 
than View and Edit on Collective and Individual Tasks.  
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Summary of Security Concepts 

All TDDT Administrators are defined as users in TDDT and ATIA, but only TDDT Administrators 
are given the capabilities to establish each user’s access to the system and to give permissions to users 
for viewing and working on documents in the database. 

Each user’s right to gain access to the system is determined by the user’s role, which is assigned by a 
TDDT Administrator. The user’s role is checked by TDDT when a user logs in to the system. The 
system first checks the user’s profile document to determine whether or not a role has been assigned 
to that user. This action is called a “static check” in TDDT 

Each user’s right to view and work on documents is determined by the user’s assignment to an 
Access Group. This right is checked by TDDT every time a user, who has logged in properly, 
attempts to view or work on documents. This check is called a “dynamic check” in TDDT, and it is 
performed every time a user attempts to open a document, save a document, or retrieve data for a 
document. 

TDDT Administrators have responsibilities for maintaining the layers of security by constructing the 
appropriate Subdomains for users, by assigning appropriate roles to users, and by giving access to 
documents by assigning users to the appropriate Access Groups. 

The following sections in this manual contain more in-depth information about users, Subdomains, 
and permissions, as well as additional information about additional responsibilities, such as 
maintaining news feeds. Information about the TDDT interface is also provided. 
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Security Domains and Subdomains 
Data is organized for access to end users in Security Domains and Subdomains. Subdomains are 
managed by TDDT Administrators, while Security Domains remain stable, separate areas that are 
managed by an ATSC Security Administrator. The following definitions explain how data is handled 
in Domains and Subdomains: 

 Security Domains. Data in the TDDC database is logically divided into domains of information 
called “Security Domains.” Each Security Domain corresponds to a school, proponent, or 
organization. For example, all Infantry School data and objects are stored in the Infantry Security 
Domain. This Security Domain, which is equivalent to the Infantry School ASAT database, 
resides in the TDDC database. 

 Security Subdomains. Data within a security domain is further compartmentalized into 
separate entities called “Subdomains.” Within each Subdomain is listed the data objects in the 
Security Domain to which one or more groups of users have access. Subdomains furnish access 
to at least one data object type, such as lessons, courses, and tasks. Security Subdomains are 
designed according to the interests and requirements of the each access groups’ members. 

Security Domain 

Each Domain is a collection of objects owned by a particular organization and stored separately from 
the data of other organizational Domains. Currently, each domain is a school or proponent database 
migrated from ASAT. As users begin to discard unused or outdated objects and create new objects, 
the database will grow. 

Members of each school retain access to the data within their own Domains, but not to other 
Domains. Staff persons from one school are not automatically granted access to training materials 
from other schools without permission from those other schools.  

Within each school’s Domain, data can be compartmentalized into Subdomains that narrow the 
range and size of the available data. However, these Subdomains do not have the same types of 
restrictions as a Domain. Training materials that reside in one Domain in the form of data objects 
can be assigned to multiple Subdomains within the proponent’s Domain. This flexibility enables the 
organization to create precision access to ranges of data types and objects. 

The ATIA-M system has a centralized area that houses each Organization’s training development 
data. However, ATIA-M still maintains a rigid separation of the schools’ data by providing an 
overarching structure composed of Security Domains (or simply, Domains) for each school. Security 
Domains and their subdomains form the backbone of TDDT’s security access structure. 

Security Subdomains 

In a sense, a Subdomain is defined as a collection of documents (i.e., data objects) that have some 
logical connection, and when creating a Subdomain, a TDDT Administrator specifically defines the 
contents of that collection. However, there is much more to this definition than the concept of a 
repository. It might be more accurate to say that a Subdomain is partly a collection of associations to 
certain documents and partly a defined link between a specific type of access permission and those 
associated documents.  
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For example, training developers are end users who may need access to documents related to a 
particular MOS. To accommodate this need, a TDDT Administrator can set up a Subdomain with 
associations to the pertinent documents. In this case, the Subdomain narrows the list that training 
developers must search in order to locate the documents they need to perform their functions. In 
turn, the training developers are assigned by the TDDT Administrator to an Access Group that has 
been defined with the appropriate permissions to work on the documents listed in the Subdomain, 
and they are granted specific access to the Subdomain. 

Access to documents is not limited to one Subdomain, however. A TDDT Administrator can set up 
associations with the same documents in separate Subdomains. For example, one Subdomain may be 
associated with all Collective Tasks at a school, while another Subdomain is associated only with 
Collective Tasks for one weapon system.  

The purpose of a Subdomain is twofold: 

 To provide precise and meaningful document access to a specific audience, and 

 To deny document access to all those outside the targeted audience and to unauthorized persons. 

Using Subdomains, a TDDT Administrator defines access to documents with bidirectional access 
rules and associations. That is, users are granted access to documents in a Subdomain by virtue of 
their access permissions, but the Subdomain must also be set up to accept users having specific 
access rights. 

 
Figure 5:  Domains and Subdomains 
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Cross-Domain Access 

Typically, an end user requires access to documents in only one Security Domain. However, 
permitting personnel access to documents in different Security Domains is possible for end users 
who require such access. To supply access to these documents, the TDDT Administrator of the 
Security Domain that owns the documents required by outside users creates two components: 

 A Subdomain for the documents, and 

 An Access Group that links the outside user to the Subdomain. 

Because TDDT recognizes all AKO users, it is as easy to filter for a user in domain, as it is to filter 
for a user in another. 

For example, if Sergeant Smith belongs to the Armor Domain and he needs access to three 
individual asks in the Infantry Domain, the TDDT Administrator for the Infantry domain creates a 
Subdomain associated with just the documents that Sergeant Smith needs and adds Sergeant Smith’s 
user ID to an Access Group. 

U1 (Arty domain)

Infantry School Domain

Trng. Analyst
(Create, Edit, View)Infantry Officer

Basic 

NOTE: Artillery Trainer (U1) Collaborating 
With INF School on aspects of Course 

Access Group 12Subdomain N

Subdomain A

U1.                   U2.                U3.

Access Group 1

Subdomain B

M198 Howitzer U4.                  U5.   

Access Group 2

Artillery School Domain

Trng. Analyst
(Create, Edit, View)

Trng. Approvers
(Manage)

M102 Howitzer U1. 

Access Group 3Trng. Developers, 
(Create, Edit, View 

Delete, Publish)

Artillery Officer 
Basic
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In this scenario, a trainer  whose primary 
domain is the Artillery School, is allowed 
access to the Infantry School domain to 
collaborate (that is, view, create, and edit) 
during development efforts for an INF 
School future course item, such as a task, 
Ind TSP, lesson plan, etc.

Access to INF domain by User U1 is established by INF school 
adding User U1 to INF Subdomain N-Access Group 12.

 

Figure 6: Cross-Domain Access 
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Users 
TDDT users include all end users and the administrators who monitor access to database objects and 
training products. This section explains how a TDDT Administrator assigns to users the appropriate 
access and permissions that enable them to do their jobs, and maintain the integrity of the database 
by limiting access to the appropriate users. 

Business Rules and Security Policies 

Business rules form the conceptual foundation of security administration in ATIA-M. These rules 
help clarify the types of system access granted to users and the access controls that must be 
implemented to administer each organization’s security policies. To illustrate the application of 
business rules, Table 3 lists some that apply to security policies and furnishes examples of each rule’s 
application. 

Table 3: Business Rules Regarding Access Permissions. 

This Business Rule Is illustrated in this example . . .  

A user can have from one to many 
Roles assigned. 

User 1 is a Training Analyst for Artillery Officer Basic tasks, and a 
Training Developer for M102 tasks.  

Specific Roles must be assigned for 
specific functions 

If a user is a Material Item Maintainer, the user must have that role 
in order to be permitted to edit a material item table. (See a full list 
of Roles that have Role Checks associated with them in Table X) 

A user can belong to many Access 
Groups 

User 1 belongs to both Access Group 1 and Access Group 3. 

Access Groups can have one to 
many users. 

Access Group 3 has only one user, while Access Group 1 has three 
users. 

Access Groups can be linked to one 
Permission or many 

Task Approvers in Access Group 2 may only be permitted to 
Manage, or alter the status of, a product. Task Developers in 
Access Group 1, however, may be permitted to View, Create, and 
Edit products. 

A Subdomain may be linked to one 
Access Group or many. 

Access Group 2 and Access Group 3 are both linked to Subdomain 
B. 

TDDT features enable an Administrator to apply these rules by creating and updating a TDDT User 
document for each user. In each user’s document (or “profile”), a number of details and parameters 
are supplied to identify the user, point to the data the user can work with, and assign the user the 
permissions required to work with the data to which he or she has access. One of those parameters is 
the user’s role, called a Role Group in the user’s profile. Another parameter is the Access Group. As 
the business rules state, a user can be assigned to multiple Roles and Access Groups. 

Figure 7 illustrates the relationship between Subdomains, Roles, and Access Groups. In the 
illustrations, three users are assigned the role of Training Analyst and are assigned to Access Group 
1. These users can create, edit, and view any document in the Artillery  

The next section  
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Figure 7: Business Rules Sample 

The following section explains the purpose of user Roles in more detail. 

Roles 

TDDT employs an access control system that is based not on the identity of the individual user, but 
rather on that user’s role within the system. This form of access control is referred to as “role-based 
access control.” By definition, a role is the function a user performs in ATIA-M. That function may 
be Training Developer, Course Validator, or MOS Table Maintainer, among many others, but each 
role is itself already defined in the system by a high-level TDDT Administrator. A set number of 
roles exist within the ATIA-M system, and each role bears a name and definition to identify it clearly 
to Organization TDDT Administrators.  

Role definitions specify that a user who is assigned a specific role has access (or is denied access) to 
various types of data in the system according to the requirements of the role. For example, a user 
having a role as a training analyst requires rights that furnish access to data objects such as tasks or 
lessons, but does not require, and therefore does not have, access to system tables. Conversely, a user 
having the role of TADSS Manager requires rights that furnish access to the system table containing 
a list of Training Aids, Devices, Simulators, and Simulations, but does not require, and therefore does 
not have, access to other data objects such as tasks or lessons. 

In role-based access control, each user’s duties are matched to a role in order to determine what 
kinds of access rights should be assigned to the user by his or her organization’s TDDT 
Administrator. However, TDDT Administrators do not have the capability to modify any role 
definitions, or add or delete roles from the set list. TDDT Administrators need only understand the 
definition and use of various roles to ensure users are assigned to the appropriate access groups. 
(Refer to Appendix B for a current list of roles. Roles are also listed in the System Administration 
folder, under the heading “Role Group,” in TDDT.) 
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Permissions and Access Groups 
Permissions cover every action a user can perform on a document in TDDT. Permissions are 
predefined in the ATIA-M database and cannot be modified. Permissions are assigned indirectly to a 
user through his or her assignment to an Access Group, which has various levels of permissions 
ascribed to it. These permissions include the capabilities to view, create, edit, manage, and delete a 
document or other data object.  

Permissions represent control over a data object and over the data within the object. A user may 
have permission to view a lesson, but permission to view an object is not the same as permission to 
rewrite any section of the document, modify its data, or delete the document. The assignment of 
permissions users vary according to levels of responsibilities set up within each user’s assigned role. 

Some end users, then, might be able to view a document but not edit the document. Other users can 
view and edit the same document, but not delete the document. Setting the correct permissions for 
each Access Group facilitates precise control over data objects by those users who are responsible 
for that data. 

Permissions  

A Permission defines the action a user can perform on data. The ATIA-M system supplies seven 
different permissions: Create, Edit, Delete, Publish, Share, View, and Manage (or Approve). 
Permissions define what the users can do to the data objects and are another means by which 
organizational security policy is implemented. TDDT Administrators assign from one to a 
combination of these permissions to users by associating them with Access Groups in which users 
are established. Table 2 contains explanations of each of the seven ATIA-M Permissions.  

Table 4:  Permissions 

Permission Type Definition 

Create Create a TDDT document and save it to the server. 

Edit Make changes to the content of a TDDT document. 

Delete Delete a document from the server. 

Publish Publish a document to the Reimer Digital Library (RDL). 

Share Make a document available to other organizations within the training 
development community. 

View View a document in TDDT in a read-only form. 

Manage (Approve) Change the status of an object or document. 
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Access Groups 

An Access Group is a group of one or more users who share access to the same types of data and 
who are granted the same permissions to work with that data. Users are assigned to at least one 
Access Group before they are granted access to any documents in TDDT. Part of a TDDT 
Administrator’s job is to create Access Groups, create (as needed) Access Group Permissions, and 
define the appropriate links between each Access Group and the permissions its members should 
have. 

Users in an Access Group have access to data in the Subdomain specified in the Access Group’s 
definition. Access to other data in the Subdomain is prohibited until additional access rights are 
assigned to the Access Group. For example, if a TDDT Administrator creates an Access Group with 
access only to Individual Tasks, any user in that Access Group can exercise its permissions against 
the Individual Tasks, and only those Individual Tasks, associated within a Subdomain. 

Access Group Custom Views 

Extended user permissions can be established in an Access Group Custom View. In a Custom View, 
users are associated with specific Subdomains and permissions for each Subdomain are assigned to 
establish and limit each user’s controls over the data. 

For example, a TDDT Administrator sets up two Subdomains, both of which are associated with all 
Collective Tasks in the Security Domain. To establish access to these documents and set user 
controls, the Access Groups linked to each Subdomain can contain different users with different sets 
of permissions. 

In other circumstances, limits can be set on specific documents within a document type by setting up 
Subdomains and Access Groups with limited content. For example, a TDDT Administrator must 
furnish document access to a small group of users who should have edit rights only on 12 of 70 
Courses. To accommodate this group of users, the TDDT Administrator can create a Subdomain 
associated with these 12 Courses, and connect the users to this Subdomain through an Access Group  

On the other hand, one Access Group can be linked to many Subdomains. This capability obviates 
the need for a TDDT Administrator to set up many Access Groups and Subdomains to 
accommodate each individual requirement in cases where in a single access group requires access to 
data in more than one Subdomain.  

For example, a group of Training Analysts may require access to the Subdomain where specific 
Individual Tasks are stored, as well as to the Subdomain where specific Courses are stored. TDDT 
Administrators need not develop redundant user Access Groups. Instead, the TDDT Administrator 
simply links the same Access Group to each Subdomain. Depending on what a particular group of 
users is doing, the TDDT Administrator may need to create a new Access Group for these users if 
the group’s Permissions in one Subdomain differ from their permissions in another.  

Although proponent data resides centrally within ATIA-M, all aspects of organizing, retrieving, and 
modifying that data remain under the control of the proponent that owns the data. Organization of 
data and access to it is entirely determined by each proponent based on that proponent’s policies. 

Users may be given access to documents in a Subdomain, but their capabilities to work with these 
documents—to view them, edit them, and delete them, for example—is defined and limited with 
controls. Controls include capabilities such as view, create, edit, and delete. The integrity of data is 
protected by granting permissions to use these controls only to end users who require them 
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Figure 8 shows how the assignment of users to Access Groups refines their capabilities to open 
documents and work on their contents. In the illustration, Bob is assigned to the Training Analyst 
Access Group. Bob’s group is linked to a set of permissions, which are stored in a separate entity of 
data called “Access Group Permissions.” Each Access Group Permissions entity is assigned an ID 
number by the system, and each contains links to specific types of data objects and to specific 
permissions to open and work on those documents. The linking of the Access Group to object areas 
and permissions through the Access Group Permissions entity establishes Bob’s permission to open 
certain documents stored in the Security Subdomain specified in the Access Group. 

Bob is assigned to an Access Group that is specifically linked to Collective and Individual Tasks in 
the Army Leader Refresher Course Subdomain. In addition, his Access Group is assigned the 
permissions to Create, Edit, and Delete these tasks.  

These links also prevent Bob from performing unauthorized actions on documents in the 
Subdomain. For example, he cannot gain access to other documents in the Army Leader Refresher 
Course Subdomain, such as Lessons and TSPs. Similarly, he cannot perform any other actions—such 
as Approve or Share—on any documents. 

 
Figure 8: Access Group Links 

TDDT end users, therefore, are limited in two ways: 

 End users have access only to the types of data objects assigned to their access group, and  

 End users’ permissions to alter these objects are limited by the permission controls granted to 
their access group.  
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Documents and Data Objects 
The ATIA-M database stores an immense number of items for use in developing training programs. 
TDDT stores these items individually, and users or TDDT Administrators retrieve them individually 
as part of whatever process they are working. Stored a database, a TDDT document is also referred 
to as an “object,” and these terms are used interchangeably. However, an object can also refer to 
other items, such as media files. The following sections explain these concepts in more detail. 

The Concept of the “Document” in TDDT 

The basic component of TDDT operation is the “document.” A TDDT document is not necessarily 
a document in the same sense as a text or image file produced in a commercial software application. 
Rather, s TDDT document is a repository for storing information and associations with external 
data, the end product of which might be a training products or security implementation processes. 

To serve this purpose, each TDDT document is a collection of data stored together to form a 
component of a TDDT process. TDDT processes include not only the structure and maintenance of 
the system security apparatus, but also the assembly of training programs and pieces themselves. 

Each document in TDDT, therefore, serves the twofold purpose of storing data and linking data to 
form an end product, whether that product is a component of the security apparatus or a component 
of a training program, such as a lesson or task. 

TDDT documents contain not only training products—tasks, lessons, courses, and so on—produced 
by training developers. Documents also contain administration details. For example, the details for 
each user are contained in a document. Likewise, the details for each Access Group and each 
Subdomain are contained in corresponding individual documents.  

For example, an individual User document is the repository for storing information about that user, 
including the user’s personal identification, Access Groups to which he or she belongs, and Security 
Subdomains to which he or she has access, among other details. 

Each document, at minimum, consists of a list of object types with which it is associated: other 
documents or media, for example. Some TDDT documents, such as lessons, also contain sections 
with actual teaching components, such as step-wise instructions. Each document contains 
associations to other objects, and some contain user-originated information. 

Documents include not only all the training products, but also the many types of permissions and 
access right, all persons and users, all groups, all Domains and Subdomains—in fact, TDDT stores 
all data, metadata, and administrative data in retrievable document form in the ATIA-M database. 

A TDDT Administrator works mainly in the System Administration area of TDDT, in which the 
administration details are set up with document templates. The following sections furnish an 
overview of the processes and procedures for setting up and maintaining a security scheme in 
TDDT. 
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The TDDT Interface for Security Administration 
TDDT includes a large set of document templates for creating new documents of all kinds. The 
process of creating a new User, Subdomain, or other entity requires first that the TDDT 
Administrator select an appropriate document template from the System Administration folder 
displayed in the New Document dialog. 

The New Document dialog box contains two panes: 

 The left pane, labeled “Categories,” contains a list of folders and subfolders in which document 
templates are stored. 

 The right pane, labeled “Documents,” lists the document templates stored in the currently 
selected folder. 

TDDT Administrators work with the document templates stored in the System Administration 
folder. 

 
Figure 9:  New Document Dialog and the System Administration Folder 

Using the document templates available in the System Administration folder, each TDDT 
Administrator creates and maintains the documents that manage all TDDT processes, administrative 
and non-administrative. 

Processes for Setting Up a Secure System 

TDDT Administrators require certain information up front before creating system administration 
documents for Subdomains, Users, Access Groups, and so on. Before attempting to create an actual 
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document, an Administrator can display any template and review the available fields to ensure that all 
the appropriate information is available for immediate input.   

How to Set Up a New Security Subdomain 

Each Subdomain contains at minimum a description, title, access group, Security Domain, and links 
to a set of documents in the Domain. The entry of specific documents into the fields permits access 
to those documents by users with the appropriate permissions. 

The Security Subdomain Template 

The Security Subdomain template contains a number of fields that enable a TDDT Administrator to 
build as detailed a repository as needed by the user community. Most of the fields do not require 
entry, and some are populated by the system. The Creation Date, for example, is entered by TDDT 
when a TDDT Administrator saves the Subdomain document. The Access Group Permissions field 
is automatically updated by the system when a TDDT Administrator links an Access Group 
Permissions document to the Security Subdomain. 

At minimum, a Security Subdomain requires links to a Security Domain and at least one document or 
object type, such as Collective Tasks or Courses.  

 
Figure 10:  Security Subdomain Template 

Steps to Create a New Security Subdomain 

The following sets of steps describe the procedures for opening a Subdomain template, adding data 
to the template, and saving the template as a new document. 
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1. Open a Security Subdomain Template 

This series of steps explains how to open a new Subdomain template:  

 

Step Action Comments 

1. On the Main Menu, select File > New. This action displays the New Document dialog, 
which lists the Categories of document 
templates and the individual templates. 

2. In the New Document dialog, click the System 
Administration folder listed in the Categories 
pane. 

This action displays the document templates 
available in the Documents pane. Every 
object in TDDT is stored as a type of template. 

3. In the Documents pane, select Security 
Subdomain, and click OK.  

This action opens a new, blank template for 
creating a Security Subdomain. 

2. Add a Description and Title, and Associate the Subdomain with a Domain 

Continue creating a new Subdomain by adding relevant data that describes the Subdomain and links 
it to access permissions and to types of documents. 

 

Step Action Comments 

1. On the template, click the Description field 
name and enter a brief description of the new 
Security Subdomain. 

This action opens the text field for entry. In the 
description, add enough detail to make this 
object identifiable. 

2. Click Title and enter a title for the new 
Subdomain. 

This action opens the text field for entry. 

Note that Creation Date and Migration 
Source are omitted in these instructions. Data 
in these fields is added automatically by TDDT. 

3. Click Security Subdomain and select the 
appropriate corresponding Security Domain to 
associate the two entities. 

This action opens a picklist that TDDT 
automatically populates with all available 
Security Domain names. Double-click the 
Domain name in the picklist; TDDT enters the 
name in the Security Domain field. 

3. Associate Documents with the New Subdomain 

In this series of steps, select documents that are accessible to users linked with this Security 
Subdomain. 

 

Step Action Comments 

1. Click the field name of a document type, such 
as Collective Tasks. 

This action opens an Edit Links dialog for the 
selected field. 

2. At the bottom of the left-side pane, locate and 
selected the Related Data tab. 

This action displays a Related Data selection 
pane, with a drop-down list for selecting the 
type of data from which you select the 
appropriate entries. 
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Step Action Comments 

3. Click the drop-down list and select the data 
type that corresponds to the document type. 
For example, to enter collective task 
documents, select Collective Task from the 
drop-down box. 

This action displays a list of document types. 
Each type corresponds to a document type 
field.  

4. Click Get All to display a complete list of all 
documents stored as the selected data type. 
For example, click Get All to display all 
Collective Tasks stored on the ATIA-M 
database. 

This action displays every available entry for 
the selected document type. Because some 
types have thousands of available entries, the 
system may need several seconds to populate 
the list. Use the Filter command instead of Get 
All to reduce the number of entries that TDDT 
has to retrieve. 

5. Drag and drop each document name you want, 
from the Related Data list to the Edit Links 
dialog. 

This action creates a list of documents to which 
each user associated with the Subdomain has 
permission to work with the document.  

 

Note that users who are NOT associated 
with the Security Subdomain do not have 
access to these documents through this 
particular Security Subdomain. 

6. Repeat Steps 3, 4, and 5 for each document 
type you want to link to the Security 
Subdomain. 

This action enables you to specify access to 
additional documents for users associated with 
this Security Subdomain. 

 

Note that users may not have access to a 
selected document through the current 
Security Subdomain, but may be given 
access to that document by an association 
with a different Security Subdomain. 

7. In the Edit Links dialog, click OK to close the 
dialog and add the document names to the 
document type field. 

TDDT automatically adds a columnar list of 
documents and the information associated with 
each document. 

4. Add Access Group Permissions 

The following steps link types of permissions to specified objects (documents) in the Security 
Subdomain. The permissions Access Group Permissions are linked externally to an Access Group. 

 

Step Action Comments 

1. Click the Access Group Permissions field 
name. 

This action displays an Edit Links dialog for 
adding Access Group Permissions.  

2. In the Related Data pane, click Get All. This action displays an entire list of Access 
Group Permissions sorted by ID number. You 
can filter this list to display permission groups 
associated with a particular school or 
Subdomain. 
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Step Action Comments 

3. Drag and drop the Access Group 
Permissions you want to link with the new 
Subdomain. 

Because these groups are displayed only with 
an ID, their contents are not readily identifiable. 
You can double-click the name of any group to 
open a Read-Only version of the group and 
determine which Access Group is already 
linked to the group permissions, as well as the 
linked permissions, objects, and existing 
subdomains. 

4. After completing the list of Access Group 
Permissions, click OK in the Edit Links dialog. 

This action closes the Edit Links dialog and 
commits the links between the new Subdomain 
and the Access Group Permissions now 
listed. 

5. Save the New Security Subdomain 

After filling in the fields you require for this Subdomain, follow these steps to save the new Security 
Subdomain to the server. 

Step Action Comments 

1. On the Main Menu, select File > Save to 
Server. 

This action displays a dialog entitled Enter the 
Change History. 

2. Enter changes made to the document. Describe briefly the additions you made to this 
template to create a new Subdomain. 

3. Click OK in the Change History dialog. This action closes the Change History dialog 
and saves the new document to the server and 
checks in the new document. 

It also displays a message box asking whether 
or not you want to check out the document 
again. 

4. To continue working on the document, click 
Yes to confirm you want to check out the 
Subdomain document you just saved. 

If you no longer need to work on the Security 
Subdomain just created, click No. The 
document remains on display in a Read-Only 
format. 

5. Close the document in Read-Only format by 
selecting File > Close. 

This action closes the new Security Subdomain 
document. 

How to Add a New User 

Adding a new user requires the TDDT Administrator to open a new User template in TDDT and 
add information that enables the user to gain access to documents and other objects in TDDT. 
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The User Template  

 
Figure 11: New User Template 

Steps to Set Up a New User 

Setting up a new user profile furnishes the user access to documents and permissions to work on 
those documents. The links required to furnish these access rights and permissions, however, involve 
interrelated steps. The following procedures are based on the assumption that other components—
such Security Subdomains and Access Group Custom Views—are already available for selection.  

If these components are not available, TDDT enables you to open several templates and documents 
at the same time in order to build or update the components required for the user. For example, the 
user you are currently setting up may require the creation of a new Subdomain. A TDDT 
Administrator, who has been given the appropriate rights and permissions to create Subdomains, can 
display a new Subdomain template and create the document required for the new user profile. 

While virtually all data required to set up a new user is available through TDDT, the user’s data must 
already be present in the AKO database in the form of an AKO account. TDDT requires the user to 
log in to TDDT with a current AKO ID and password. 

Follow these steps to add a new user to TDDT: 
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1. Open a User Template 

 

Step Action Comments 

1. On the Main Menu, select File > New. This action opens the New Document dialog, 
which lists all available document templates. 

2. In the Categories pane, click System 
Administration. 

This action displays a list of system 
administration templates. 

3. In the Documents pane, click User and then 
click OK. 

This action opens the User document 
template. (See Figure 11: New User Template) 

In this step, you can also simply double-click 
User to open the template. 

2. Enter Information about the User 

The User document template contains a variety of field types to accommodate different types of 
information. Fields such as AKO Account Type and User ID, accept free-form text. Data fields 
that link the user to documents, such as Security Subdomain and Access Groups, accept data from 
system-generated lists. These lists may be displayed in the Related Data pane on the left side of the 
window, or in a “picklist,” which is a pop-up list populated automatically by TDDT when you select 
the field. 

The following instructions describe how to enter information in each type of field. The information 
you enter in an actual User template should be obtained beforehand. 

 User ID: Text Field 

The User ID field is a free-form text field in which a TDDT Administrator types the appropriate 
entry from the keyboard. 

Step Action Comments 

1. In the new User template, click the User ID 
field name. 

This action activates the text field. TDDT 
highlights the field to show it is ready for text 
entry. 

2. In the text field, key in the appropriate ID for 
the new user, and press Enter. 

This action commits the entry to the document. 

You can also click another field to exit the User 
ID field and commit the entry. 

 Security Domain: Picklist 

The Security Domain field can hold one entry: the Security Domain to which the user is assigned 
and for which he or she develops training products. TDDT automatically lists all available Security 
Domains in a picklist when you select the field, but you can filter the list to reduce the amount of 
time required to search for the Security Domain name. 

The addition of a Security Domain is required on the user’s profile. Follow this procedure to display 
a picklist and select a name: 
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Step Action Comments 

1. Click the Security Domain field name, or 
anywhere inside the field. 

This action opens the Security Domain picklist 
and generates a list of all Security Domain 
names. 

2. Scroll down the list of names, find the name 
you want, and double-click the name. 

This action enters the Security Domain name in 
the appropriate field in the template and closes 
the picklist. 

You can use the Filter command to reduce the 
number of entries in the list and find the name 
you want more easily. 

Note that you can also right-click a Security Domain name in the picklist for two choices: 

 You can view the Data Tree for the Security Domain. The Data Tree tells you which Proponent 
or School is linked to the selected Security Domain and which Security Subdomains are linked to 
it. 

 You can also open the Security Domain document itself, for viewing and editing purposes. A 
request to edit the document requires you to check the document out. 

 Security Subdomain:  Related Data 

The Security Subdomain field can hold multiple entries, meaning that a user can gain access to the 
documents linked to the Security Subdomains listed in the user’s profile. Note that only an 
assignment to at least one Access Group grants the user rights to work with documents. However, 
the assignment of Subdomains to the user is a required step for establishing the user’s initial access 
rights. 

TDDT does not automatically list all available Security Subdomains. You must manually request a 
list, using the Related Data pane. To add Security Subdomains to the user’s profile, follow these 
steps: 

Step Action Comments 

1. Click the Security Subdomain field name or 
anywhere inside the field. 

This action displays an Edit Links dialog.  

This dialog functions as a staging platform for 
adding or removing entries before committing 
the entries to the corresponding field. 

2. Click the Related Data tab at the bottom of the 
left-side pane in the New User window. 

This action displays the Related Data pane.  

3. From the drop-down box at the top of the pane, 
select Security Subdomain from the list. 

This action prepares TDDT to search for the 
appropriate entries to add in the Security 
Subdomain field. 

4. Click one of two options: 

 Get All: displays an entire list of Security 
Subdomains, or 

 Filter: opens a Filter dialog. 

The advantage of using the Get All command 
is its power to generate a complete list. 

If you are using the cache option, click the 
Refresh command to ensure your list contains 
all available entries. 

The Filter option, which helps you reduce the 
number of entries to search, is discussed in 
TDDT Online Help. 
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Step Action Comments 

5. Select a Subdomain name, and drag and drop 
the name to the Edit Links dialog. 

Repeat this step as needed to add additional 
Subdomains. 

The action adds selections to the Edit Links 
dialog. 

To delete an incorrect entry in this dialog, 
select it and press the Delete key on your 
keyboard. 

6. Click OK. This action closes the Edit Links dialog and 
adds the selected names to the Security 
Subdomain field. 

You can also click Cancel to discard your 
selections. 

 

 

Figure 12: Sample Edit Links Dialog for Security Subdomains 

Note that you can also right-click a Security Subdomain name in the Related Data list for two 
choices: 

View Data Tree:  You can view the Data Tree for the Security Subdomain. The Data Tree tells you 
to which of the following objects the selected Subdomain is linked: 

This Data Tree field… Lists… 

Security Domain The Security Domains associated with the selected Subdomain. 

Access Group Permission Groups of permissions by ID.  

Collective Task The Collective Tasks available to the user in the selected Subdomain. 
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This Data Tree field… Lists… 

Event The training events available to the user in the selected Subdomain. 

Individual TSP The Individual TSPs available to the user in the selected Subdomain. 

Individual Task All the Individual Tasks available to the user in the selected Subdomain. 

Job Task List All the Job Task Lists available to the user in the selected Subdomain. 

Lesson Plan All the Lesson Plans available to the user in the selected Subdomain. 

Task Group Tasks available to the user in the selected Subdomain. 

You can also select an entry in the Data Tree and view the links for that document.  

Open For Viewing/Editing: You can open the Security Subdomain you select from the Related 
Data list and view or edit that document. A request to edit the document requires you to check the 
document out. 

3. Save the New User Document 

After filling in the fields you require for this user’s profile, follow these steps to save the new 
document to the server. This procedure activates the user’s profile, enabling the user to log in to 
TDDT and start working on those documents to which he or she has access:  

Step Action Comments 

1. On the Main Menu, select File > Save to 
Server. 

This action displays a dialog entitled Enter the 
Change History. 

2. Enter changes made to the document. Describe briefly the additions you made to this 
template to create a new user profile. 

3. Click OK in the Change History dialog. This action closes the Change History dialog 
and saves the new document to the server and 
checks in the new document. 

It also displays a message box asking whether 
or not you want to check out the document 
again. 

4. To continue working on the document, click 
Yes to confirm you want to check out the user 
document you just saved. 

If you no longer need to work on the current 
document, click No. The document remains on 
display in a Read-Only format. 

5. Close the document in Read-Only format by 
selecting File > Close. 

This action closes the newly created document. 

How to Modify an Existing User Document 

Periodically, a TDDT Administrator is required to make changes to a user’s data. If, for example, a 
user must be added to an existing Access Group, the modification process requires a change to the 
user’s profile stored in his or her TDDT document. 

To modify an individual user’s document, the TDDT Administrator first verifies the name of the 
server on which the user’s document is available, verifies the information that must be updated and 
then follows these steps: 



Rev
iew

 C
op

y

T D D T  S Y S T E M  M A N U A L  
V E R S I O N  1 . 8  

 

34 

Step Action Comments 

1. On the main menu, select 
File > Open From the Server. 

This action displays the Open From Server 
dialog. 

2. In the Categories pane, select System 
Administration. 

This action displays the templates available for 
system administration. 

3. In the Documents pane, select User, and then 
click one of two options: 

 Get All: displays an entire list of User 
documents, or  

 Filter: opens a Filter dialog. 

You can use the Filter dialog’s keyword 
search capability to enter all or part of a user’s 
name. TDDT displays all user profile 
documents that contain the keyword string. 

The results of the Get All or Filter search is a 
list of user profile documents displayed in the 
bottom pane. 

5. From the list pane, select the user document 
you want to open and click OK. 

TDDT responds with a request for confirmation 
that you want to check the document out and 
open it for editing. 

6. In the confirmation message box, click Yes. If you click No to this confirmation, TDDT 
opens the document in a Read-Only format. 

Modify Access Group Selections in the User Document 

Occasionally, users may require changes in permissions to work with documents. A user may accept 
more responsibilities or move to a different area, either of which would result in a change in access 
rights and permissions.  

Step Action Comments 

1. On the user’s document, locate and select the 
Access Groups field. 

This action displays an Edit Links dialog box 
for associating selected Access Groups with 
the current user. 

2. Click the Related Data tab at the bottom of the 
left-side pane. 

This action opens the Related Data pane, an 
area for listing data to select and enter. 

3. In the drop-down box at the top of the Related 
Data pane, select Access Group Custom 
View, and click Get All. 

This action displays the current list of Access 
Groups available for selection. TDDT does not 
offer an option to Filter this list. 

If you use the Cache option, click the Refresh 
button to ensure your list contains the latest 
entries. 

4. Select an Access Group for the user. Drag and 
drop the selection into the Edit Links dialog. 

This action adds the selected Access Group to 
the list. 

5. Repeat Step 4 to add more Access Groups 
until the list is complete. 

When you have finished compiling the list of 
Access Groups, click OK in the Edit Links 
dialog. 

This step adds the selected Access Groups to 
the document and closes the Edit Links 
dialog. 

After you complete this modification and save the document to the server, you can open the Access 
Group document and its corresponding Access Group Custom View to verify that the user’s name is 
linked with the appropriate Security Domain and Subdomains, with the appropriate permissions and 
rights.  
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Note that if you reopen a recently opened document, you should refresh the document to ensure you 
are seeing the most up-to-date information on the document. 

How to Add a New Access Group  

The document that links users to documents in a Subdomain with the permissions required to work 
on the documents is the Access Group. Each time you create an Access Group, you link at least one 
user to at least one group of permissions. After saving the new Access Group, the profiles of each 
user added to the group are updated to include the new group name. 

The Access Group Template 

The Access Group template contains several fields, some of which are populated automatically by 
TDDT. The Creation Date, for example, is added after the new document is saved to the server. 
Other fields required keyboard entries in free-form text fields, and others required selection from 
lists on the Related Data pane. 

 
Figure 13:  New Access Group Template 

Listing and adding Access Group Permissions presents a challenge to TDDT Administrators 
unfamiliar with the wide range of groups available. When you request Access Group Permissions, 
TDDT lists them by numerical ID only, with no descriptive information. However, you can use the 
Filter search feature to locate a specific set of permissions or to narrow the search to one permission. 

Figure 14 shows the range of predefined filters available in TDDT. Selecting the CREATION 
DATE filter enables you to specify a range of dates during which the permission group you want was 
created. The other filters enable you to search for keywords in the specified fields.  
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For example, to find an Access Group Permissions document that contains permissions to work with 
Collective Tasks, select the Filter command at the top of the Related Data pane. TDDT displays 
the Filters dialog (Figure 14). 

Next, select the Object Area filter and click OK to display the dialog for this filter (Figure 15). Select 
Filter and enter the keyword for the type of document you want to display: “collective” works for 
the example shown in Figure 15. This filter displays a list of all Access Group Permission documents 
that link permissions to Collective Tasks. 

 
Figure 14: Filters for Access Group Permissions 

 
Figure 15:  Predefined Filter for Object Area 
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Each item listed in Figure 14 displays a dialog similar to the one shown in Figure 15. Each filter type 
enables you to search Access Group Permissions for a text string in a certain area of the selected 
document type. 

Click OK after selecting the search criteria from the filter list on the right side of this dialog to 
display a list of Access Group Permissions. 

Steps to Create a New Access Group 

Follow these steps to create and save a new Access Group from a template. 

Step Action Comments 

1. On the Main Menu, select File > New. This action opens the New Document dialog, 
which lists all available document templates. 

2. In the Categories pane, click System 
Administration. 

This action displays a list of system 
administration templates. 

3. In the Documents pane, click Access Group, 
and then click OK. 

This action opens the Access Group 
document template. (See Figure 13.) 

In this step, you can also simply double-click 
Access Group to open the template. 

2. Enter Information for the Access Group 

The Access Group template contains fields that link at least one user with at least one permission. 
Adding users to an Access Group also updates the Access Group list on each user’s profile. Adding 
Access Group Permissions links the users not only to a set of permissions, but also to Security 
Subdomains and Object Areas (that is, types of documents). 

Step Action Comments 

1. Click the Security Domain field name or 
anywhere inside the field. 

This action displays an picklist with all available 
Security Domain names. 

Use the Filter option to reduce the number of 
entries in the list. 

2. Double-click the name of the Security Domain 
you want to lick to this Access Group. 

This action adds the name of the selected 
Security Domain.  

Each Access Group is linked to only one 
Security Domain. 

3. Click the Access Group Permissions field 
name or anywhere inside the field. 

This action displays an Edit Links dialog for 
associating at least one permission group to 
the current Access Group. 

Access Group Permissions are listed by 
numerical ID only. See The Access Group 
Template section for more information about 
using the Filter options. 

4. From the list of Access Group Permissions 
in the Related Data pane, select a group to 
add. Drag and drop the group ID to the Edit 
Links dialog.  

This action adds the selected Access Group 
Permissions to the list and links the current 
Access Group to permission group and with 
each group’s associated objects and 
permission types. 
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Step Action Comments 

5. When the list of Access Group Permissions 
is complete, click OK in the Edit Links dialog.  

This action finalizes the links and closes the 
Edit Links dialog. 

6. Click the Users field name or anywhere inside 
the field. 

This action displays an Edit Links dialog for 
associating at least one user with the current 
Access Group. 

7.  In the Related Data pane, select User and 
click one of two options: 

 Get All: displays an entire list of Users, or 

 Filter: opens a Filter dialog. 

The advantage of using the Get All command 
is its power to generate a complete list. 

If you are using the cache option, click the 
Refresh command to ensure your list contains 
all available entries. 

The Filter option, which helps you reduce the 
number of entries to search, is discussed in 
TDDT Online Help. 

8. Select the user name you want to add. Drag 
and drop this name to the Edit Links dialog. 

Repeat these actions as needed to add more 
user names to the Access Group. 

These actions add the selected name to the 
Edit Links dialog and sets up a link between 
the user and the Access Group.  

9. When the list is complete, click OK in the Edit 
Links dialog. 

This action closes the Edit Links dialog. 

3. Save the New Access Group Document 

After filling in the fields you require for this user’s profile, follow these steps to save the new 
document to the server. This procedure activates the user’s profile, enabling the user to log in to 
TDDT and start working on those documents to which he or she has access:  

Step Action Comments 

1. On the Main Menu, select File > Save to 
Server. 

This action displays a dialog entitled Enter the 
Change History. 

2. Enter changes made to the document. Describe briefly the additions you made to this 
template to create a new user profile. 

3. Click OK in the Change History dialog. This action closes the Change History dialog 
and saves the new document to the server and 
checks in the new document. 

It also displays a message box asking whether 
or not you want to check out the document 
again. 

4. To continue working on the document, click 
Yes to confirm you want to check out the user 
document you just saved. 

If you no longer need to work on the current 
document, click No. The document remains on 
display in a Read-Only format. 

5. Close the document in Read-Only format by 
selecting File > Close. 

This action closes the newly created document. 
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How to Create an Access Group Custom View 

With the Access Group document, TDDT enables you to create an Access Group, grant that group 
specific Permissions to be exercised against specific data, and link the group to a Subdomain. Some 
requirements, however, require a level of complexity unavailable in the Access Group document. For 
those requirements, TDDT furnishes an Access Group Custom View.  

The Access Group Custom View Template 

The template for Access Group Custom View enables you to link one or more Subdomains to a set 
of objects and a corresponding set of permissions, and link users to those Subdomains.  

 
Figure 16:  Access Group Custom View Template 

The tool that enables the creation of complex linking resides in the Security Subdomains field, and it 
is referred to as a “Data Entry Grid.” This grid accepts and displays data in a tabular format that 
simplifies the complexity of linking individual entities. Figure 17 illustrates the grid as it appears in a 
new template.  

 

Figure 17:  Data Grid for a New Access Group Custom View 

To create links between Subdomains and the other entities, you must… 

 Add a new line for each set of Subdomains, and  

 Enter the Subdomains, Object Areas, Permissions, and\or Permission Groups individually in 
their corresponding grid cells. 
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Figure 18:  Data Grid with One Line 

In turn, this entire grid of links is itself linked to the user or users whose names and IDs are listed in 
the Users field. The following series of instructions furnishes an example that shows how a TDDT 
Administrator creates a new Access Group Custom View. 

Steps to Create an Access Group Custom View 

Follow these steps to create a Custom View for one or more users. 

1. Open a Template, Add a Security Domain, and Add a Subdomain 

Step through these instructions to create a document that associates one Security Subdomain with 
one type of document, several types of permissions, and one user: 

Step Action Comments 

1. On the Main Menu, select File > New. This action opens the New Document dialog, 
which lists all available document templates. 

2. In the Categories pane, click System 
Administration. 

This action displays a list of system 
administration templates. 

3. In the Documents pane, select Access Group 
Custom View and then click OK. 

This action opens the Access Group Custom 
View document template. 

In this step, you can also double-click the 
template name to open it. 

4. Click the Group Name field and enter a name 
for the group of users linked to the custom view 
you are creating. 

The field is a free-form text field. Use existing 
naming conventions for this group. 

When a TDDT Administrator displays a list of 
Access Group Custom Views, the entries are 
displayed with this name. 

5. Click the Group Description field and enter a 
description of the group. 

The field is a free-form text field. 

When a TDDT Administrator displays a list of 
Access Group Custom Views, the entries are 
displayed with this description. 

6. Click the Security Domain field name, or 
anywhere inside the field. 

This action opens the Security Domain 
picklist and generates a list of all Security 
Domain names. 
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Step Action Comments 

7. Scroll down the list of names, find the name 
you want, and double-click the name. 

This action enters the Security Domain name 
in the appropriate field in the template and 
closes the picklist. 

You can use the Filter command to reduce the 
number of entries in the list and find the name 
you want more easily. 

8. In the header bar of the Security Subdomain 
data entry grid, click the plus sign one time. 

This action adds one blank row in which you 
next enter data. 

9. Click the Related Data tab at the bottom of the 
left-side pane in the New User window. 

This action displays the Related Data pane.  

10. From the drop-down box at the top of the pane, 
select Security Subdomain from the list. 

This action prepares TDDT to search for the 
appropriate entries to add in the Security 
Subdomain field. 

11. Click one of two options: 

 Get All: displays an entire list of Security 
Subdomains, or 

 Filter: opens a Filter dialog. 

The advantage of using the Get All command 
is its power to generate a complete list. 

If you are using the cache option, click the 
Refresh command to ensure your list contains 
all available entries. 

The Filter option, which helps you reduce the 
number of entries to search, is discussed in 
TDDT Online Help. 

12. Select a Subdomain name, and drag and drop 
the name to the Security Subdomain cell in 
the first row of the grid. 

Repeat this step as needed to add additional 
Subdomains to this row. 

The action adds the Subdomain name to the 
grid. 

Note that when you create multiple rows, you 
must take care to drop each Subdomain name 
directly into the corresponding cell to ensure 
that the correct link is established.  

2. Link Object Areas (Document Types) with Subdomains 

The next series of steps describes how to associate at least one type of document, such as Courses or 
Collective Tasks, to the Subdomain (or Subdomains) listed in the first row.  

Note that each row in the grid represents a subset of links between Object Areas and Subdomains. 
That is, in a grid with multiple rows, the Subdomains in row 1 are not linked to Object Areas in row 
2. Each row is a separate set of links. 

Start by displaying the Related Data pane again, if it is not already selected. 

Step Action Comments 

1. In the drop-down box at the top of the Related 
Data pane, select Object Area and click Get 
All. 

This action displays the current list of 
document types available for selection. 

2. Select an Object Area (a type of document) for 
the user. Drag and drop the selection into the 
Object Area cell in the current row. 

This step adds the selected Object Area 
entries to the Object Area cell for the current 
row. 
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Step Action Comments 

3. Repeat Step 4 to add more Object Area 
entries until the list is complete. 

This step adds more Object Area entries to 
the Object Area cell for the current row. 

Note that when you create multiple rows, you 
must take care to drop each Object Area 
name directly into the corresponding cell in the 
correct row to ensure that the correct link is 
established. 

3. Link Permissions with Subdomains and Object Areas (Document Types) 

The next series of steps describes how to associate at least one Permission with one or more 
Subdomains and one or more Object Areas in the first row. Linking a Permission to an Object Area 
extends to the user assigned to this Access Group Custom View the right to perform the action that 
the Permission specifies on all the documents stored in the database as the selected document type 
(i.e., the Object Area).  

In other words, adding a Permission to Create grants a user the right to the type of document 
specified in the Object Area—a Course or Collective Task, for example. Limiting rights to work on 
documents by assigning Permissions enables TDDT Administrators to prevent documents from 
being deleted, for example, or to prevent unauthorized users from making changes to certain types of 
documents. 

Start adding Permissions by displaying the Related Data pane again, if it is not already selected. 

Step Action Comments 

1. In the drop-down box at the top of the Related 
Data pane, select Permission and click one of 
two options: 

Get All: displays an entire list of Security 
Subdomains, or 

Filter: opens a Filter dialog. 

This action displays the current list of 
permissions available for selection. 

The advantage of using the Get All command 
is its power to generate a complete list. 

If you are using the cache option, click the 
Refresh command to ensure your list contains 
all available entries. 

The Filter option, which helps you reduce the 
number of entries to search, is discussed in 
TDDT Online Help. 

2. Select a Permission to associate with the 
document types already listed. 

Drag and drop the selection into the 
Permissions cell in the current row. 

This step adds the selected Permission to the 
corresponding cell in the current row. 

 

3. Repeat Step 4 to add more Object Area 
entries until the list is complete. 

This step adds more Object Area entries to 
the Object Area cell for the current row. 

Note that when you create multiple rows, you 
must take care to drop each Object Area 
name directly into the corresponding cell to 
ensure that the correct link is established. 
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4. Add Users to the Custom View 

The final step in the process of creating an Access Group Custom View is to link users to the 
Subdomain sets of links you have established.  

Start adding Users by displaying the Related Data pane again, if it is not already selected. 

Step Action Comments 

1. Click the User field name. This action displays an Edit Links dialog. 

2. In the drop-down box at the top of the Related 
Data pane, select User and click Get All. 

This action displays the current list of Users 
available for selection. 

The advantage of using the Get All command 
is its power to generate a complete list. 

If you are using the cache option, click the 
Refresh command to ensure your list contains 
all available entries. 

The Filter option, which helps you reduce the 
number of entries to search, is discussed in 
TDDT Online Help. 

3. Select a User to associate with the 
Subdomains in the grid. 

Drag and drop the selection into the Edit Links 
dialog. 

This action adds a User name to the list. 

 

4. Repeat Step 3 to add more Users until the list 
is complete. 

This action adds more Users to the Edit Links 
dialog. 

5. When the list is complete, click OK. This action closes the Edit Links dialog and 
adds the list of names to the Users field. 

5. Save the New Access Group Custom View to the Server 

With the addition of Users to this Access Group Custom View, the document is complete and ready 
to implement. Implementation of the links in this document occurs after the document is saved to 
the server. 

Follow these steps to save the current Access Group Custom View: 

Step Action Comments 

1. In the Main Menu, select File > Save to 
Server. 

This action opens a Change History dialog.  

This dialog opens each time you save any 
TDDT document to the server and making an 
entry is required. 

2. Enter a description of the changes you made to 
the template and click OK. 

These actions add your Change History 
comments to the document’s record and saves 
the document to the server and checks it in. 
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Step Action Comments 

3. If the save process is successful, TDDT 
responds with a request for confirmation that 
you want to check out the document to 
continue working on it: Click one of the 
following options: 

 Yes to check out the document 

 No to leave the document checked in. 

If you click Yes, the document is checked out 
in an editable format. 

If you click No, the document is checked in, but 
not closed. It remains on display in a Read-
Only format. 

The users listed in the Access Custom Group View you just created now have permissions to work 
on specified documents in the Subdomains listed. 

In addition, the process of saving the Access Custom Group View automatically creates a new 
document for each row in the Security Subdomain data entry grid. The information in each row is 
saved as an Access Group Permission document with a system-assigned ID number.  

More advanced options for adding data to fields are available to you. Refer to the TDDT Online 
Help application to learn about such options as adding multiple users with one drag-and-drop action. 

How to Remove a Subdomain-to-Access Group Link 

If you need to eliminate the link between an Access Group and the Subdomain to which it is 
linked, you can reopen the Access Group Custom View and modify the entries in the Data Entry 
Grid. This procedure is outlined in the following the steps: 

Step Action Comments 

1. In the Main Menu, select File > Open From 
the Server. 

This action displays the Open From Server 
dialog. 

2. In the Categories pane, select the System 
Administration folder. 

This action displays the templates available in 
the this folder. 

3. In the Documents pane, select Access Group 
Custom View and click Get All.  

This action displays a list of all the Access 
Groups Custom View documents. No filter is 
available for reducing the number of entries in 
this list, but you can sort the individual columns 
to make searching easier. 

4. Select a document and click OK. This action opens the document you selected. 
You can also double-click the document name 
in the list to open it. 

5. In the Access Group Custom View 
document, navigate to the Subdomains field. 

You can either select Subdomain in the 
Document Contents pane, or scroll down the 
list of fields in the document to locate the 
Subdomains field. 

6 Click anywhere inside the Subdomain field. This action displays an Edit Links dialog 
containing the names of all Subdomains linked 
to the current Access Group Custom View. 

7. Select the name of the Subdomain having the 
link you want to disable and press the Delete 
key on your keyboard. 

This action deletes the selected item from the 
list. 
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Step Action Comments 

8. Click OK. This action closes the Edit Links dialog, but 
the link is not disabled until after you save the 
document. 

9. In the Main Menu, select File > Save to 
Server. 

This action opens the Change History dialog. 

10.  Record the changes you made to this 
document and click OK. 

This action saves the document on the server 
removes the link between the deleted 
Subdomain and the current Access Group 
Custom View. 
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Library, RDL, Newsfeed Management 
TDDT  

Library Groups / RDL Groups 

The Library Group that each user is assigned to determines library access. Library Groups, or RDL 
Groups, are similar to Access Groups in that they each contain users with similar types of document 
access permissions. It is important to note that the Army, not the schools, defines qualifications for 
each of the seven levels of access, or Access Permissions.   

Table 5: Library Groups and Access Permissions 

Library Group Description of Access Permissions 

PUBLIC Approved for public release; distribution is unlimited. 

US_GOVT Distribution authorized to U.S. Government agencies only. This determination 
was made on ____. Other requests for this document will be referred to ____. 

US_GOVT_CNTRCTR Distribution authorized to U.S. Government agencies and their contractors 
only. This determination was made on ____. Other requests for this 
document will be referred to ____. 

DOD_CNTRCTR Distribution authorized to DOD and DOD contractors only. This determination 
was made on ___. Other requests for this document will be referred to____. 

DOD_ONLY Distribution authorized to DOD components only. This determination was 
made on ____. Other requests for this document will be referred to. 

AS_DIRECTED Further dissemination only as directed by or higher authority. This 
determination was made on ____. 

EXPORT Distribution authorized to U.S. Government agencies and private individuals 
or enterprises eligible to obtain export-controlled technical data in accordance 
with regulations implementing 10 USC 140c. This determination was made on 
____. Other requests for will be referred to ____. 

ATIA-M, through TDDT, also allows the TDDT Administrator to assign users to Catalog Access 
Roles, (groups of users that have access to library documents for a specific period of time). These 
groups are for documents in the digital library that fall outside the standard distribution restriction-
based security rules. 
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Administering News Feeds 

Aside from User and Group Management, TDDT Administrator tasks could include managing news 
feeds for one or more MOSs. The news feeds are then displayed in the Soldier Portal on the 
Homepage. The individual responsible for this function must be assigned to the “News 
Administrator” Role Group in order to pass through ATIA-M’s Role Group/Access Group dynamic 
check and be permitted to perform any of the following tasks.  

ATIA-M uses “Really Simple Syndication” (RSS) technology for its News Administration features. 
RSS is a Web content syndication format written in XML.   

In order to link to a particular news item, that item must be formatted as an RSS file.  

To link to a specific publication on a school website for example, the school’s website administrator 
first needs to format that publication as an RSS file.  

More information on RSS files and how to build them can be found at the following website: 
http://www.infoworld.com/rss/rss_info.html 

Once there is an RSS file to add as a news feed, the TDDT Administrator must input the following 
elements: 

Table 6: RSS Feed Elements 

Element Description Example 

Title/Name The name of the channel. It's how 
people refer to your service. If you 
have an HTML website that contains 
the same information as your RSS 
file, the title of your channel should be 
the same as the title of your website. 

Infoworld Top News Stories 

URL/Link The URL to the RSS News Feed File. http://www.infoworld.com/rss/news.r
df 

Description Phrase or sentence describing the 
channel. 

Technology News 

The administrator is then free to assign that News Feed to one MOS or many. The administrator 
may also delete a News Feed, if necessary.  

Managing News Feeds 

Use TDDT to administer news feeds for ATIA-M. To add a news feed:  

1. Go to File.  

2. Select New 

3. When the New Document window pops up, select the System Administration folder in the 
Categories panel and then the News folder in the Documents panel. 

http://www.infoworld.com/rss/rss_info.html
http://www.infoworld.com/rss/news.r
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4. When the Document opens fill in the necessary fields. You must have a URL in the News Feed 
URL line and something to associate that news feed with, i.e., Area of Concentration, Enlisted MOS, 
and Warrant Mos.   

5. Go to File, select Save to Server. 

6. The Enter Change History dialog box will open. You must enter a brief description of the changes 
you’ve made, or the system will not proceed. Once you have keyed in the description, select OK. 

Once you have entered the news feeds users will access their news through the Soldier Portal at 
www.train.army.mil. 

http://www.train.army.mil
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TDDT Tools and Features 
This section introduces tools and features that furnish some time-saving strategies for locating 
information and for customizing TDDT. 

Data Tree Viewer  

The Data Tree Viewer is a tool that helps you see relationships between documents and other objects 
in TDDT. Links to a specific object are displayed in a hierarchical, Windows-like “tree” format, 
showing all the links between specific objects. Each object in the Viewer tree also functions as a link 
that, when selected, displays a list of objects that corresponds to the selected link. Data Tree Viewer 
provides a way for you to review and trace these links without having to open and search through the 
linked objects themselves. 

Displaying the Data Tree for an Object 

To open the Data Tree Viewer for the current document, follow these steps: 

Step Action Comments 

1. In the main menu, select Tools > 
Data Tree Viewer,  

OR 

Click the Data Tree Viewer icon: 

 

This action opens a separate window showing the Data 
Tree for the current document. 

Note that the document itself is still open, and you can 
switch to the document view by  

 Clicking Window in the main menu, and 

 Clicking the name of the document. 

2. Select a link and double-click it: 

 

This action displays the names of objects linked to the 
object you selected. 

Continue selecting links in the hierarchy until you locate the 
information you need. 

When you see the following message, you have reached the 
bottom of the hierarchy for the selected object: 

 

Example: User Access to a Security Subdomain 
Because TDDT links are readily available within a document itself, you can open linked documents 
successively to view how the contents of the objects are linked. However, the complexity of the links 
makes this course of action impractical, although not impossible. For example, viewing a list of users 
who have access to documents through their links to a Security Subdomain requires you to open a 
number of documents, each of which requires some time to retrieve from the database. For 
situations in which you need only to review the links and not the contents of the linked objects 
themselves, the Data Tree Viewer supplies a way to find the information you want quickly and 
without opening documents unnecessarily. 
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This example describes how to use the Data Tree Viewer to find which users have access to a 
specific Subdomain. Although you see seven steps here, the typical time required to step down 
through the hierarchy is merely a few seconds, once you know where to locate the data you need. 
Even on those occasions when you do not know where to find a link, the Data Tree Viewer makes 
the process of checking through the hierarchy significantly less time-consuming than attempting to 
open and review a series of linked documents. 

To follow along this example, begin by opening a document that requires a Security Subdomain, such 
as an Individual Task template, and follow these steps: 

 

Step Action Comments 

1. In the main menu, select Tools > Data Tree 
Viewer,  

OR 

Click the Data Tree Viewer icon:  

This action opens a separate window showing 
the Data Tree for the current document. 

Note that the document itself is still open, and 
you can switch to the document view by  

 Clicking Window in the main menu, and 

 Clicking the name of the document. 

2. Select the Security Subdomain link and double-
click it: 

 

This action displays the name of Security 
Domain linked to the current Individual Task. 
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Step Action Comments 

3. Select the Security Subdomain and double-click it, 
or single-click the plus sign (+): 

 

This action displays all the links associated 
with the selected Security Subdomain. 

Because you are looking for user names, you 
will select the object that contains those links. 

4. Select “Access Group Permission” and click the 
plus sign (+): 

 

This action displays the ID of the Access 
Group linked with the WFE Security 
Subdomain. 

There may be more groups to examine, but 
this example contains only one group. 

5.  Select the name of the Access Group “1546” and 
click the plus sign (+). 

 

This action displays the objects linked to 
Access Group Permission 1546. 

To find user names, examine the Access 
Group Custom View. 

6. Select “Access Group Custom View” and click the 
plus sign (+). 

 

This action displays a list of Access Groups 
linked to this Access Group Custom View. 

Each group is linked to a set of users, as well 
as to other objects. 
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Step Action Comments 

7. Select “User” and click the plus sign (+). 

 

This action displays the IDs of each user 
linked to that Access Group and, through the 
linking process, to the Security Subdomain you 
selected in Step 2. 

The users in the Access Group that have 
access to the Subdomain you selected in step 
4 will be listed. Figure 15 below shows how 
this process will look when complete. 

 

This example illustrates just one function of the Data Tree Viewer. You can also view the contents of 
any of the linked documents, although your capabilities to edit a linked document are limited by your 
access group rights and permissions. 

Navigating the Data Tree Viewer 

In addition to the data tree hierarchy, the Data Tree Viewer also features two buttons at the bottom 
of the viewer window: 

 The Select Another Document button allows you to choose a document through the Open 
From Server dialog and view the data tree for that document. 

 Open Selected Document will enable you to open up a specific record, for example, an Access 
Group, for viewing or modifying, if permitted. 

Note: Remember the Data Tree Viewer is a window that is separate from the 
document view. You can toggle between the two using the Window menu and 
clicking the name of the document or data tree view that you want to see. 

 You can also use Window commands to tile different views and documents to 
look at two or more documents side by side. 
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TDDT Options 
The Options command in the Tools menu displays a window with four separate views, featuring 
these four sets of custom options: 

 Cache: These options enable you to control the amount of data stored in the cache for faster 
retrieval times. 

 Spell Check: These options enable you to turn the Spell Check option on or off, and to add 
words to the online dictionary. 

 Network:  This option enables you to set up a network proxy address and port. 

 General: These options enable you to customize the appearance of TDDT and to reset all 
options to their defaults. 

Cache 

The Cache, which is the most important option in TDDT, is a virtual storage area set up during the 
TDDT installation on your local PC. The cache stores copies of document lists and copies of 
documents you retrieve from the database, as well as custom filters. The first time you retrieve a 
document or a list of documents, or create and name a filter, TDDT stores them in the cache, 
enabling you to recall them without retrieving them from the database repeatedly. Using the cache, 
therefore, reduces the length of time you await each retrieval of these documents and lists, because 
retrieving from a local storage area is almost always faster than retrieving the same data repeatedly 
from a network server. 

However, a list of documents in the cache can quickly becomes out of date in a volatile environment, 
since TDDT does not refresh anything in the cache automatically. If new documents or objects, as 
well as revisions to documents, are added to the database after you retrieve your lists or documents, 
the cached data is immediately out of date, unless you know to refresh the list at the appropriate 
times.  

As a result, if users do not refresh cached lists and documents periodically, they risk using an 
outdated list or document that does not represent the latest information. 

A well-planned strategy for caching and refreshing selected lists of objects can balance the user’s 
need for rapid retrieval of documents with the requirement for accuracy. TDDT Administrators 
should remind users to clear TDDT cache files periodically to keep up to date with list data that may 
have changed on ATIA-M servers. TDDT also enables each user to set up cache options that make 
use of the cache more effective, while still enabling users to clear the cache manually as needed. 

To set cache options, select Tools from the main menu and click the Options command.  

Cache: Simple Mode 

After you click the Options command, the Options dialog automatically opens the Cache Simple 
Mode window. In this window, you can set cache options to three levels, each of which is explained 
in the dialog. Figure 19 illustrates the default Simple Mode window: 



Rev
iew

 C
op

y

T D D T  S Y S T E M  M A N U A L  
V E R S I O N  1 . 8  

 

54 

 
Figure 19: Cache, Simple Mode 

The Cache window provides two ways to change the option in Simple Mode: 

 Click and slide the pointer from the default Full caching to another option, or 

 Select and option from the primary role drop-down box. 

The following table explains the relationships between roles and cache options: 

Role Cache 
option  

Description 

Briefer/Trainer Full caching Data will always be cached, and cached data will always be 
used, unless you specifically choose to refresh it. If you have 
accessed data from the server at any point in time, you will 
never have to ask the server for that data again. This is the 
fastest setting, performance-wise, but if you don’t refresh 
items occasionally your data may become so old it is no 
longer valid. 

Training Developer Moderate 
caching 

Data in the cache will expire after one week. When you 
retrieve data that is more than one week old in the cache it 
will be retrieved from the server with no extra action on your 
part. 

Full caching saves 
every list you retrieve 

and preserves each 
list until you refresh it. 

Moderate caching 
allows lists to 
expire after one 
week, and single 
documents are 
not cached. 

The “No caching” 
option saves neither 

lists nor documents in 
the cache. Each 

request is sent to the 
server. 
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Role Cache 
option  

Description 

TDDT / ATIA-M 
Programmer/Devel
oper 

No caching Caching is disabled. All data will be retrieved from the server. 
Your data will be fresh up-to-the-minute, but retrieval may be 
slow. Use this setting only if communication with the server is 
super-fast, or if it is imperative that your data is verified 
constantly. 

Recommendations for using the Cache 

TDDT developers strongly recommend to Administrators that each user’s PC be set at least to 
Moderate caching. This setting ensures that those users who do not remember to refresh their 
cache periodically still use some updated data when using the tool. 

Another recommendation is to advise users to set options in Advanced mode to accommodate 
varying requirements. The next section describes advanced options for maximizing cache options. 

Cache: Advanced Mode 

For users who require more flexible cache options, TDDT offers several other cache controls in 
Advanced mode. To view and select these options, click the Advanced Mode button located in the 
lower right corner of the Simple mode window. This action switches the display to a window that 
features alternate ways to combine cache options for custom settings. 

On this screen, you can set these options:  

 Enable or disable caching entirely, although users are strongly advised not to disable caching.  

 Set the cache to clear itself after a specified number of days. 

 Limit the size of the cache on the user’s PC in megabytes. 

To activate these advanced options, select Enable caching at the top of the window. Then, ensure 
the option to “Use one setting for all items” is NOT selected (the check box should be empty). 

Cache Expiration Periods 

Advanced mode enables you to select different cache options for different types of cached items. 
The following table explains the effect of each cache option: 

This cache option… For… Means that when you clear the cache… 

Documents Documents are not discarded from the cache. Each time 
you retrieve the document, you retrieve a cached 
version, which must be manually refreshed to ensure the 
latest data is displayed. 

Never 

Lists Lists of documents are not discarded from the cache. 
Each time you retrieve a specific list, you retrieve a 
cached version, which must be manually refreshed to 
ensure new objects are listed and deleted objects are 
discarded from the list. 
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This cache option… For… Means that when you clear the cache… 

Filters Custom filters are not discarded from the cache. Each 
time you create and save a filter, it is stored in the cache 
and retained there unless you discard it or revise it. 

Documents Documents are always deleted. Each time you retrieve a 
specific document, you retrieve it from the database, and 
no copy is saved locally. 

Lists Lists are always deleted. Each time you request a 
specific list of documents, the list is retrieved from the 
database, and no copy of the list is stored locally. 

Always (caching 
disabled) 

Filters Filters are always deleted. Custom filters must be re-
created after you clear the cache. 

Documents Documents are cleared from the cache after you log out 
of the current TDDT session. As long as TDDT is open, 
you can log in and out of various servers without losing 
cached data. After TDDT is closed, however, cached 
documents are discarded. 

Lists Lists are cleared from the cache after you log out of the 
current TDDT session. As long as TDDT is open, you 
can log in and out of various servers without losing 
cached data. After TDDT is closed, however, cached 
document lists are discarded. 

Every session 

Filters Custom filters are cleared from the cache after you log 
out of the current TDDT session. As long as TDDT is 
open, you can log in and out of various servers without 
losing cached data. After TDDT is closed, however, 
custom filters are discarded. 

Documents Documents are retained in the cache for the time period 
specified and then discarded at the next Clear Entire 
Cache command. 

Lists Lists are retained in the cache for the time period 
specified and then discarded at the next Clear Entire 
Cache command. 

Every  days 

Filters Filters are retained in the cache for the time period 
specified and then discarded at the next Clear Entire 
Cache command. 
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One way to utilize cache options is to establish different settings for different types of objects. The 
following table explains one way to set up cache options for an environment in which documents 
change frequently, but lists change only occasionally and custom filters need not change at all.  

 
Figure 20: Cache, Advanced Mode 

Figure 20 shows the setting for disabling the cache specifically for documents. With this setting, 
TDDT caches no documents, although other setting may be different. 

Figure 21 shows the setting for clearing lists from the cache at the end of each TDDT session: 
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Figure 21: Cache Settings for Lists 

The settings in Figure 21 mean that TDDT discards all retrieved lists of documents each time you 
close TDDT. Combined with the settings in Figure 20, TDDT clears all cached lists but retains 
copies of all the documents that were opened.  

The next figure shows how to make sure your filters are never discarded. 

 

Figure 22: Cache Settings for Filters 

Figure 22 shows settings that will help users who conduct frequent searches of documents using 
custom filters. Since these filters can take some time to replicate, users may find this setting 
advantageous. 

To limit the size of the cache on the host PC, select the Limit Cache Size box and enter a number 
that reflects the maximum disk space usage in megabytes in the appropriate text field (e.g., 3 MB). If 
a maximum storage allotment is not set, TDDT will use as much storage space as it needs to cache 
data. Once finished, select OK to return to the previous screen. 

Figure 20 also shows a setting for limiting the cache to a custom size. This option is helpful in 
controlling the size of the cache particularly for users whose settings save the maximum amount of 
data, or whose virtual storage space is limited. An error message warns the user when the cache limit 
is reached. 
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Network Addresses 
If your location uses a custom proxy setting, your users may have trouble connecting with the TDDT 
server. Use the Network option, illustrated in Figure 23, to enter your organization’s proxy address. 

 

Figure 23: Options, Network 

To set the Proxy Address, follow these steps: 

1. Select the Enable custom proxy settings box.  

2. Enter your address in the Proxy Address text box.  

3. Select OK. 

General Options 
If your users find they have trouble gaining access to TDDT files using the double-click method, the 
file extensions may have become corrupted. Use the Reset File Associations button on the General 
Option window to restore the original extensions. 
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Figure 24: Options, General 

Additionally, users can customize the TDDT interface by selecting different templates and color 
palettes in General Option.  

For occasions when templates have been reshuffled or deleted from a list, and a user wants to restore 
the original list, clicking the button labeled “Reset everything to installation defaults” restores all 
templates to their original folders. 
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Appendix A. Installation and Maintenance of TDDT 

TDDT Installation 

 Begin the installation process by downloading the application to the end user’s personal computer 
(PC). The current download is available at the following web site: 

http://www.train.army.mil/tddt  

In addition, the host PC must have Microsoft .NET runtime files installed. Both the .NET files and 
the TDDT application itself must be installed by a user who has administrator privileges on the host 
PC. End users often do not have such privileges, and the task of installing these files is assigned to 
the end user’s local network administrator. The following steps help the installing administrator 
understand the TDDT installation procedure. 

To install the TDDT application, follow these steps:  

1. Navigate to the TDDT web site. 

2. Click the TDDT download command. (This installation package comes complete with the 
TDDT application and the Server cache.) 

3. Follow the on-screen instructions and reboot the PC if its operating system requires it. 

When you open TDDT and attempt to access a piece of data from the server, a log in window 
appears.  

1. Use your AKO User ID and password to log in. 

2. If it is not already in place, type the address of the web server used to access the system. (Note: 
the TDDT download should come with this information already preset in the field. If it is not 
present, contact the ATSC Help Desk for the server address.) 

Hardware Requirements 

The minimum requirements for a TDDT host computer follows: 

http://www.train.army.mil/tddt
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Table 7: TDDT System Requirements 

 



Rev
iew

 C
op

y

T D D T  S Y S T E M  M A N U A L  
V E R S I O N  1 . 8  

 

63 

Appendix B. ATIA-M Roles 

It is important to remember that Roles assigned are an integral part of the ATIA-M security system. 
User’s roles are checked continually throughout the use of the system. The checks start when a User 
logs in and continues through modifying and saving data. The Role assigned also determines what 
part of the system a user should have access to, such as the Administrative tables, for example. 
Tables below list all the ATIA-M Roles and their descriptions.  

Table 8: User Roles 

Roles (Users) Description 

Course Manager MACOM Individual at MACOM level who is responsible for implementation of 
Army training (through validation of appropriate resources 
instructors, facilities, ammunition, equipment). Verifies MOS/AOC 
training strategy and all variable course data from resource 
document submissions (ITP, CAD, POI) for each course and 
identifies and coordinates with DA DCSOPS and DA DCSPER on 
constraints to training that may become potential training stoppers. 
Represents assigned TRADOC schools at the annual Structure and 
Manning Decision Review (SMDR) at DA DCSPER to ensure 
appropriate assignments of training requirements and resources 
with the POM.  

Course Manager Prop Individual at the proponent level ensuring the efficient presentation 
of proponent courses.  

Course Validator Edits/adjusts course information. May be part of an informal 
approval/validation process that may or may not necessarily display 
in the course report. 

Editor Edits data to ensure accuracy and clarity. Often involved in the 
approval process of training 

Instructor Individuals, military or civilian, who conduct instruction. 

Learner Individuals engaged in acquiring knowledge and skill by actively 
participating in a directed or self-motivated education/training 
course or courseware. 

Subject Matter Expert Individual who has knowledge of and can perform tasks and 
supporting skills for specific job/duty positions using their technical 
expertise.  

Training Analyst Creates and edits training information. Limited to changing status 
from “Analysis” to “Analysis Complete.” If given delete rights can 
delete proposed training. 

Training Approver Approves work done on a training product before it can become an 
active (released) piece of training. Generally an approver is limited 
to entry of an approval date and comments. 

Training Developer Educational/ training development subject matter expert who 
translates analysis data into a blueprint for training.  

Training Manager Responsible for the management of the training development 
process within ATIA-M. 

Unit Training Manager Responsible for implementing training in an Army unit.  
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Table 9: Table Maintenance Roles 

Roles (Table 
Maintainers) 

Description 

ASI Maintainer Maintains Additional Skill Identifier data. 

TAPC ASI Maintainer TAPC individual maintains the active Additional Skill Identifier data. 

AUTL Maintainer Maintains AUTL table information. Resides in the ATZL-SWW 
organization element and is assigned by the ATSC System Administrator. 

Category Developer Maintain the list of user-defined categories at the proponent level. 

Certification Maintainer Maintains the Army’s list of certifications and is assigned by the ATSC 
System Administrator. 

Duty Position 
Maintainer 

Maintainer entering proposed Duty Position data at the proponent level. 

TAPD Duty Position 
Maint 

TAPC individual maintains the official active Duty Position data and is 
assigned by the TDDT Administrator.  

Materiel Item Maintainer Maintains the list of Materiel Items at the proponent level in between 
inputs from official data sources such as FedLog.   

 

Mission Maintainer This person will maintain the basic data for each. Therefore, a single 
Mission Maintainer, residing in the Collective Training Directorate, 
ADCST-W organization element, will be the only person with add, modify, 
delete authority as assigned by the TDDT Administrator. 

MOS Maintainer Maintainer entering proposed Occupational Specialty data at the 
proponent level. 

TAPC MOS Maintainer Maintains the official active Occupational Specialty data and is assigned 
by the TDDT Administrator. 

Organization Maintainer Keeps the organization list current with local proponent information 
between official updates. 

Official Org Maintainer Maintains the official list of organization data for ATIA-M.  

Official TADSS Manager Maintains the official list of Training Aids, Devices, Simulators and 
Simulations for ATIA-M. 

TADSS Manager Maintains an unofficial list of Training Aids, Devices, Simulators, and 
Simulations for a proponent. 

Prop CMF Maintainer Monitors the list of career management fields for a proponent. Can create 
proposed CMFs for approval by the official CMF list maintainer. 

TAPC CMF Maintainer Maintains the official list of Career Management Fields for the Army and is 
assigned by the TDDT Administrator.  

SQI Maintainer Maintains the unofficial list of Special Qualification Indicators at the 
proponent level. 

TAPS SQI Maintainer Maintains the official list of Special Qualification Indicators for the Army 
and is assigned by the TDDT Administrator.  
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Table 10: Administration Roles 

Roles (Administrators) Description 

TRADOC TDDT 
Administrator 

Sets Security policy.  

TDDT Administrator Manage data across the system, to include domain establishment and 
coordination with Functional Administrators. 

Organization TDDT 
Administrator 

Controls access to and action taken on all data within a domain through 
the ATIA-M security procedures. Can assign similar functions to 
assistants (Suborganization and Sub-Function TDDT Administrators.) 

Suborganization TDDT 
Administrator 

Controls access to and action taken on certain subdomains within a 
domain through the ATIA-M security procedures. Will have the same 
permissions as the using Org. TDDT Administrator, but will be limited to 
working with subdomains assigned by the using Org. TDDT Administrator. 

Major Function TDDT 
Administrator 

Controls access to and action taken on data within assigned subdomains 
through the ATIA-M security procedures. The Major Function TDDT 
Administrator can grant admin and non-admin roles and permissions to 
users on assigned subdomains. 

Sub Function TDDT 
Administrator 

Controls access to and action taken on data within assigned subdomains. 
Can grant non-admin roles and permissions to users on assigned 
subdomains. 

Document Admin User who is updating the card catalog with data about documents 
available in the RDL and is assigned by the TDDT Administrator. 

Master Document 
Maintainer 

Maintains the list of reference documents for ATIA-M on the official, army 
wide level and is assigned by the TDDT Administrator. 

News Administrator Maintains the Personalized News feature of ATIA-M at the proponent 
level. 

 

Table 11: Reserved Roles 

Roles (Reserved) Descriptions 

Admin Eligible For use by delegated administrators only. 

all-users All ATIA-M Users. 

Eustis Service Role Web service clients accessing the Eustis RDL web service. 

Delegated Administrator All ATIA-M delegated System Administrators. 

Students All Students. 

Visual Info Specialist Responsible for the creation and/or reuse of multimedia content in 
ATIA-M developed training. 

wlcs _ customer Used by Commerce Web Application 
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Appendix C. Acronyms and Abbreviations 
Abbreviation Meaning 

ADLSC ATIA Digital Library Services Configuration 

AIS Automated Information Systems 

AKO Army Knowledge Online 

ATIA Army Training Information Architecture  

AUTL Army Universal Task List 

CATS Combined Arms Training Strategy 

CCS Common Core Services 

COE Common Operating Environment 

COP Common Operational Picture 

COTS Commercial Off-the-Shelf 

DII Defense Information Infrastructure 

DL/DR Digital Library / Data Repository 

DoD Department of Defense 

DTF Digital Training Facility 

ELO Enabling Learning Objective 

GOTS Government Off-the-Shelf 

HHC Headquarters and Headquarters’ Company 

ITC Individual Training Configuration 

LAN Local Area Network 

LMC Learning Management Configuration 

METL Mission Essential Task List 

MOS Military Occupational Specialty 

MTOE Modified Table of Organization and Equipment 

MTP Mission Training Plans 

OPFOR Opposing Forces 

POC Point of Contact 

POTS Plain Old Telephone System 

RDL Reimer Digital Library 

SA System Administrator 

SGL Small Group Leader 

SME Subject Matter Expert 

SSN Social Security Number 

TDDC Training and Doctrine Development Configuration 

TDDT Training and Doctrine Development Tool 
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Abbreviation Meaning 

TRMC Training Resource Management Configuration 

TSP Training Support Package 

UTMC Unit Training Management Configuration 

WAN Wide Area Network 

WAP Wireless Application Protocol 

WYSIWYG “What you see is what you get” 
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Appendix D. Glossary of Terms 

Term Definition 

Access Group A collection of users who share access to the same types of data and are granted 
the same Permissions to exercise against that data.  

Access Group 
Permission 

The nexus that connects users to data, controlling both the Permissions the users 
have been granted and constraining the exercise of permissions to specified types 
of data in the linked Subdomain. 

Army Knowledge 
Online (AKO)  

All TDDT and ATIA users are required to have an account with the Army 
Knowledge Online, which is the official online knowledge management tool for the 
US Army. Users must log in to TDDT and the Soldier Portal using their AKO User 
ID and Password.  

Army Training 
Information 
Architecture (ATIA) 

ATIA is a set of software services designed to provide multi-tiered, web-based 
access to an integrated training information applications suite for users with 
Internet Explorer or Netscape supported Windows-based systems.  

Cache The cache is designed to speed up access to data by storing data recently 
retrieved from the database in local memory. Because the cache is located on the 
user's PC, a cache hit takes much less time to complete than a database retrieval. 

Catalog Access Roles Groups of users that have access to library documents for a specific period of time. 
These groups are for documents in the digital library that fall outside the standard 
distribution restriction-based security rules. 

Clear entire cache On the Tools menu, select Clear Entire Cache, to delete the previously cached 
data. 

Distribution restriction The seven levels of access that determine a user's ability to access library content. 
Each user is linked to a level of distribution restriction that determines the 
availability of documents in the RDL to the user. 

Document contents 
panel 

When the user opens a record in TDDT, the screen is divided into three panels: two 
on the left and one on the right. The panel on the upper left is the document 
contents panel. This is a navigation tool that contains a list of all the data fields that 
appear in the record panel. Clicking one of those field titles will "jump" you to that 
item. 

Domain  The overarching structure which contains and segregates each school's database. 

Dynamic check Determines the user's Access Group Permissions relationships, including 
permissions and object areas assigned, and the user's Role Group. The dynamic 
check is the second level of security. 
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Term Definition 

Individual Training 
Configuration (ITC) 

Also called "the Soldier portal," or just "the Portal," this web-based system is 
personalized to the individual who logs in based on grade, skill level, MOS, and 
duty position. The soldier can access training information, including individual tasks 
for his/her MOS, course information, and the Reimer Digital Library at this central 
location. 

Object Types of data within in a Subdomain; training products. 

Permission Defines the action a user can perform on the data. The eight ATIA Permissions are 
Create, Edit, Delete, Publish, Share, View, Manage, and Administer. 

Permission Group A pre-set combination of permissions that is given a name. 

Portal See Individual Training Configuration. 

Portlet Highly focused channels of information that use a portal as their container. 

Record panel When the user opens a record in TDDT, the screen is divided into three panels: two 
on the left and one on the right. The one on the right, which contains data fields, is 
the record panel. 

Refresh entire cache The Refresh button on the Open from Server window and Related Data panel 
deletes only the list being used at that time (e.g., list for individual task or collective 
task), and rebuilds the list with fresh data from the server.  

Related data panel When the user opens a record in TDDT, the screen is divided into three panels: two 
on the left and one on the right. The panel on the lower left, which contains a 
dropdown and lists the data that can be linked to the record, is the related data 
panel. 

Role-based access 
control 

A system of user management whereby the user's ability to access data is based 
on the Role Group to which he is assigned.  

Role Group A group of users whose level of access to information is defined by their duties 
within their school's organization.  

Soldier Portal (or just 
Portal) 

See Individual Training Configuration. 

Static check A system check of the user's Role Group; the user either is or is not permitted 
access to data. This is the first level of security. 

Subdomain A collection of data with some logical connection (e.g., all training materials for an 
MOS, all collective tasks, collective and individual tasks, etc.). 
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Term Definition 

Training and Doctrine 
Development Tool 
(TDDT) 

TDDT is the client-based program used to develop and staff training products (e.g., 
Individual Tasks, STPs, TSPs, Collective Tasks, etc.) at the school level and 
serves as the interface mechanism that connects the schools to their databases 
within ATIA. 
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Appendix E. Manual Revisions 
Description of Revision: Revision Date: Revision Author: 

Completed features revisions. Rebuilt TOC and 
other tables. 

19 April 2006 Cynthia Curl 

Revised the Features sections. Removed references 
to contractors on cover page 

14 April 2006 Cynthia Curl 

Completed first draft revisions. Added graphics; 
rebuilt TOC, TOF, and TOT. 

23 Feb 2006 Cynthia Curl 

Restructured the document. 

Changed version number to 1.5 and renamed the 
file. 

16 Feb 2006 Cynthia Curl 

Revised sections on User and Access Groups 15 Feb 2006 Cynthia Curl 

Changed version number to 1.5 15 Feb 2006 Cynthia Curl 

Edited content up to Administrator procedures; 
removed references to “Functional Administrator” 
and “TDDT Administrator”; updated graphics. Added 
captions to figures and tables. Regenerated TOC. 

18 Jan 2005 Cynthia Curl 

Added content, clarified terms, and modified format.   9 Dec, 2005 Dex Nelson 

Revised layout, role tables, edited per Security Pat 
changes. 

Nov 18, 2005 Melody Jones/ 

Dex Nelson 

Added filter section, Ch. 4, updated some graphics, 
updated News section, Ch 5. 

August 19, 2005 Melody Jones 

Made changes based on TDDT v. 334.1698  October 29, 2004 Melody Jones 

Made minor mods. to reflect changes in TDDT v. 
332.1546, particularly in Ch. 4, Using TDDT. 

April 8, 2004 Elisabeth Kinner Bedsole 

Removed placeholder titles for Ch. 5 (Sys. Admin 
Portal) & Ch. 7 (Troubleshooting). Added Data Tree 
Viewer section in preparation for contract closeout. 

March 30, 2004 Elisabeth Kinner Bedsole 

Removed contents of Ch. 5 pending completion of 
the Admin portal. 

March 10, 2004 Elisabeth Kinner Bedsole 

Updated Ch. 4 to reflect functionality in latest build 
(332.1524) 

March 10, 2004 Elisabeth Kinner Bedsole 

Added table of Role checks to App .A.  March 4, 2004 Elisabeth Kinner Bedsole 

Created glossary of terms February 10, 2004 Elisabeth Kinner Bedsole 

Modified nomenclature to reflect new build 
(332.1495) 

February 8, 2004 Elisabeth Kinner Bedsole 

Updated Ch. 4 to include instruction on how to use 
TDDT to administer security. Modified Ch 5 to reflect 
available admin. functions. 

January 22-30, 2004 Elisabeth Kinner Bedsole 

Updated contents of Chs. 2-4 based on new security 
object model. Redesigned graphics, reorganized 
tables, added detailed explanations of group 
functions. 

January 6-13, 2004 Elisabeth Kinner Bedsole 

Updated list of Role Groups in Appendix based on 
new Security object model. 

December 12, 2003 Elisabeth Kinner Bedsole 
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Description of Revision: Revision Date: Revision Author: 

Added Glossary of Terms,  Report Generation 
section 

October 20, 2003 Elisabeth Kinner Bedsole 

Overhauled structure of document. October  17, 2003 Elisabeth Kinner Bedsole 

Added  section on TDDT administration and 
troubleshooting & diagnostics 

October  17, 2003 Elisabeth Kinner Bedsole 

Updated Access Group info based on new security 
design 

October  17, 2003 Elisabeth Kinner Bedsole 

Added/updated graphics, added group/user mgmt 
procedures. 

October  17, 2003 Elisabeth Kinner Bedsole 

Delineated manual content into sections. October 2, 2003 Genevieve Whiddon 

Created a list of tables and figures. October 1, 2003 Genevieve Whiddon 

Changed ATIA back to ATIA September 29, 2003 Genevieve Whiddon 

Re-Organized Role Group Table with High-Level 
Categories 

September 18, 2003 Genevieve Whiddon 

Included ATIA Build in Document Title September 18, 2003 Genevieve Whiddon 

Changed ATIA to ATIA September 16, 2003 Genevieve Whiddon 

Changed Atoms to the TDDT September 16, 2003 Genevieve Whiddon 

Changed Title to Systems Administration: Client 
Side for ATIA 

September 16, 2003 Genevieve Whiddon 

Incorporated Functional Support Information September 10, 2003 Genevieve Whiddon 

Incorporated Portlet View Information September 3, 2003 Genevieve Whiddon 

Updated Role Based Access Control Section Based 
on WFE Feedback 

September 3, 2003 Genevieve Whiddon 

Updated Coarse and Fine-Grained Security Section 
Based on WFE Feedback 

September 3, 2003 Genevieve Whiddon 
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